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(54) DATA RECORDING/REPRODUCING DEVICE USING PORTABLE STORAGE MEDIUM 

(57)Abstract: 

PROBLEM TO BE SOLVED: To secure the securecy and 
the genuineness of data by holding encryption secret 
information including an encryption key signal or an 
encryption key generating information for generating an 
encryption key signal and performing the cryptographic 
processing of data for system management while using 
the encryption secret information and recording the 
ciphered data for system management in the system 
management area of a storage medium. 
SOLUTION: When the data received from an external PC 
1 10 via a communication part 102 are written on a 
portable storage medium 100, data for system 
management are read out in a memory part for work 103. 
The data received from the external PC 1 10 are written 
on the medium 103 by using decoded data for system 
management. Since the constitution of the data on the 
medium 100 is updated, the data for system 
management on the memory for work 103 are also 
updated. The data for system management on the 
memory for work 103 are ciphered by using a ciphering part 107 and the ciphered data for 
system management are written in the system management area of the medium 100 by using a 
portable storage medium driving part 108. 
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* NOTICES * 

JPO and INPIT are not responsible for any 
damages caused by the use of this translation, 

1. This document has been translated by computer. So the translation may not reflect the original 
precisely. 

2. **** shows the word which can not be translated. 
3.1n the drawings, any words are not translated. 



CLAIMS 



[Claim(s)] 

[Claim 1]A data recorder which records data on a portability type storage which has a user area 
where a system management area and data for users in which data for system managements is 
recorded are recorded, comprising: 

Encryption confidential information holding mechanism holding encryption confidential information 
including enciphering key signal creation information for generating an enciphering key signal or 
an enciphering key signal. 

By encoding means which performs encryption processing using said encryption confidential 
information currently held at said encryption confidential information holding mechanism, and said 
encoding means. A recording device which carries out encryption processing of at least some 
data for system managements which should be recorded on a system management area of said 
portability type storage, and is recorded on a system management area of said portability type 
storage. 

[Claim 2]While performing processing which data for users writes in a user area of said portability 
type storage, said encoding means, The data recorder according to claim 1 performing in time 
said encryption processing of at least some data for system managements which should be 
recorded on a system management area of said portability type storage in parallel. 
[Claim 3]A data reproduction apparatus which reads data from a portability type storage which 
has a user area where a system management area and data for users in which data for system 
managements is recorded are recorded, comprising: 

Decryption confidential information holding mechanism holding decryption confidential 
information including decryption key signal creation information for generating a decryption key 
signal or a decryption key signal. 

By decoding means which performs decoding processing using said decryption confidential 
information currently held at said decryption confidential information holding mechanism, and said 
decoding means. Said said data for system managements currently enciphered and recorded is 
read from a system management area of said portability type storage with which at least some 
data for system managements uses said encryption confidential information for a system 
management area of said portability type storage, it enciphers to it, and is recorded on it, A data 
reproduction means for system managements which decodes said at least some of data for 
system managements currently enciphered and recorded using said decoding means. 

[Claim 4]The data recorder comprising according to claim 1: 

A data dividing means which divides this data for users into size of an accessible unit field 
logically on a portability type recording medium when said recording device records data for 
users on said portability type recording medium. 

A record section selecting means which chooses intact unit recording areas from a user area of 
said portability type recording medium, A recording control means which controls record of 
divided data so that data divided by said division means is recorded by irregular arrangement to 
each field where it adjoins of two or more intact unit recording areas where said record section 
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selecting means was selected. 

[Claim 5]The data recorder according to claim 1, wherein said recording device has a defect 
region registration means to register with said data for system managements by making at least 
one unit field into a defect region among two or more unit recording areas of said portability type 
recording medium in the case of processing which initializes said portability type recording 
medium. 

[Claim 6]The data recorder comprising according to claim 1: 

A random data generation means which generates random data using a parameter with which 
said recording device is optional. 

A random data writing means which writes random data obtained by said random data generation 
means in the whole user area of said portability type recording medium when initializing said 
portability type recording medium, A parameter recording device which records said parameter 
on a system management area of said portability type recording medium. 

[Claim 7]The data recorder according to claim 6 when said random data writing means deletes 
data from said portability type recording medium, wherein it is what writes said random data in a 
data deletion field of said portability type recording medium again. 
[Claim 8]The data recorder comprising according to claim 1: 

A random data generation means which generates random data using a parameter with which 
said recording device is optional. 

A free-space selecting means which makes multiple selection of the intact field from a user area 
of said portability type recording medium, and a random data writing means which writes said 
random data in a field obtained by said free-space selecting means. 

[Claim 9]The data recorder comprising according to claim 1: 

unit recording areas where said recording device continues said data for users in said user area 
— therefore — it is what is recorded continuously — unit-recording-areas ID at the tail end in 
inside of said continuous unit recording areas, and a head. 

ID recording device which records defect region ID in said unit recording areas on a table for file 
management of said system management area, An address means to ask for a physical address 
of said data for users recorded on said portability type recording medium based on ID recorded 
on said table for file management. 

[Claim 10]The data recorder comprising according to claim 9: 

A processing means by which said data for users receives in part at least, and said recording 
device performs predetermined processing. 

Information relevant to an address on data of a field where predetermined processing was 
performed by said processing means, and this address, and a processing information storage 
means to record at least one of parameters required for said predetermined processing on said 
data for system managements. 

[Claim 1 1]The data recorder according to claim 10, wherein said processing means shuffles by a 
data unit in each unit recording areas. 

[Claim 12]The data recorder according to claim 10, wherein said processing means shuffles in 
each unit-recording-areas unit 

[Claim 13]The data recorder according to claim 10, wherein said processing means performs a 
shuffle of to said whole data for users. 

[Claim 14]The data recorder according to claim 10, wherein said processing means performs 
processing which enciphers data. 

[Claim 15]The data recorder according to claim 10 performing said processing means combining 
at least two processings from inside of a shuffle in a unit field, an unit-recording-areas unit 
snaffle, a shuffle of to said whole data for users, and processing of data encryption. 
[Claim 16]The data recorder according to claim 1 having a code extraction recording device 
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which records a predetermined code produced by extracting said recording device from data for 

users recorded on said portability type recording medium on said system management area. 

[Claim 1 7]The data reproduction apparatus comprising according to claim 3: 

A code extraction means to extract a predetermined code from said data for users which read 

said data reproduction means for users from said portability type recording medium. 

It is said code collation means to compare, about a code extracted by this code extraction 

means, and said code which are extracted when recording said data for users on said portability 

type recording medium, and is beforehand recorded on said system management area. 

[Claim 18]The data reproduction apparatus comprising according to claim 3: 

A parameter reading means to which said data reproduction means for users reads said 

parameter from said system management area. 

A means to compare random data generated using a parameter read from said system 
management area, and random data indicated to a cluster of a free space of said portability type 
recording medium. 



[Translation done.] 
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DETAILED DESCRIPTION 



[Detailed Description of the Invention] 
[0001] 

[Field of the Invention]This invention enciphers and records data on portability type storages, 
such as a magneto-optical disc (MO), and, for example. When enciphering the data recording / 
playback equipment, and data which reproduce the data enciphered and recorded and recording 
on a portability type storage, it is beforehand related with record / the data recording/playback 
equipment which was made to reproduce with the measure against defense to the unjust attack 
to a portability type storage. 
[0002] 

[Description of the Prior Art]As everyone knows, the art for securing the privacy of the contents 
and bona fides (not altered) is partly proposed from the former to contents, such as a digital 
image. 

[0003]For example, to JP,7-122960,B. The technique of securing the privacy and bona fides of 
an image content is indicated by forming a random number generation device in a digital camera, 
and enciphering image data to the picture photoed with the digital camera using said random 
number system within a digital camera. 

[0004]The technique of the ability to detect whether image data is altered is indicated by JP,9- 
200730.A by creating the electronic signature of image data within a camera. 
[0005]the IS&C (Image Save & Carry) system (the department of ****** "electronic storage and 
IS&C system of a picture".) which is an electronic preservation system of the medical picture 
using a magneto-optical disc In new medical July, 1994 item P36-40. The file system and device 
driver of a magneto-optical disc are specialized, and the privacy of contents, such as a digital 
image, and bona fides are secured by preventing from accessing except software (change of data 
is impossible) for exclusive use. 
[0006] 

[Problem(s) to be Solved by the Invention]However, in the technique by former JP.7-122960.B 
and JP.9-200730.A. although it is possible to protect contents from the threat of disclosure of 
an image content, Using a general-purpose computer etc., a graphics file is accessed, a graphics 
file cannot be eliminated or a malicious user cannot protect contents from the alteration of the 
threat which destroys a data content, i.e., the image content in a large meaning. 
[0007]The picture photoed with a digital camera is a size exceeding 1 million surface elements, 
the operation amount which enciphers the image data of such big size, or asks for an electronic 
signature from image data will become very large, and processing time will also become long. 
[0008]Since so big a thing cannot expect the throughput of internal CPU if it tries to process a 
code etc. inside a digital camera especially, processing time will become so long that it cannot 
ignore. 

[0009]This problem becomes remarkable when equipping a digital camera with a continuous- 
shooting function. 

[00 10] Like a digital camcorder device, since data size becomes large further when it comes to 

the data of an animation, the problem of processing time becomes still more serious. 

L 001 1]On the other hand, in a file system for exclusive use like the latter IS&C system, since 
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processing of data encryption is not needed, processing time does not become a problem. 
[0012]However, if it is a user who has the knowledge of a preservation apparatus etc. to some 
extent when the structure of a file system has been revealed, the file on a portability type 
storage will be able to be accessed. 

[0013]When the information for protecting the safety of the file on a portability type storage is 
revealed like [ at the time of using the technique of encryption ], it cannot perform ending, if only 
the key to encryption is exchanged. 

[0014]As a device for safety reservation of a data content, also after exhibiting the mechanism 
for safety reservation rather, it is desirable for safety to be securable. 

[0015]An object of this invention is to provide the data recording/playback equipment which can 
prevent the alteration which secured the privacy of a data content, and bona fides, and includes 
unjust elimination and destruction of data when it stores the mass data of a picture etc. in a 
portability type storage paying attention to these points, and can realize high-speed processing 
[0016] 

[Means for Solving the Problem]According to this invention, it is (1) in order to solve an 
aforementioned problem. In a data recorder which records data on a portability type storage 
which has a user area where a system management area and data for users in which data for 
system managements is recorded are recorded, Encryption confidential information holding 
mechanism holding encryption confidential information including enciphering key signal creation 
information for generating an enciphering key signal or an enciphering key signal, By encoding 
means which performs encryption processing using said encryption confidential information 
currently held at said encryption confidential information holding mechanism, and said encoding 
means. A data recorder having a recording device which carries out encryption processing of at 
least some data for system managements which should be recorded on a system management 
area of said portability type storage, and is recorded on a system management area of said 
portability type storage is provided. 

[0017]According to this invention, it is (2) in order to solve an aforementioned problem. Said said 
encoding means, While performing processing which data for users writes in a user area of said 
portability type storage, time — being parallel — said — portability — type — a storage — a 
system management area — it should record — a system management — ** — data — at least 

a part said — encryption — processing — carrying out — things — the feature — 
carrying out — (— one — ) — a statement — a data recorder — providing — having . 
[001 8] According to this invention, it is (3) in order to solve an aforementioned problem. In a data 
reproduction apparatus which reads data from a portability type storage which has a user area 
where a system management area and data for users in which data for system managements is 
recorded are recorded, Decryption confidential information holding mechanism holding decryption 
confidential information including decryption key signal creation information for generating a 
decryption key signal or a decryption key signal, By decoding means which performs decoding 
processing using said decryption confidential information currently held at said decryption 
confidential information holding mechanism, and said decoding means. Said said data for system 
managements currently enciphered and recorded is read from a system management area of said 
portability type storage with which at least some data for system managements uses said 
encryption confidential information for a system management area of said portability type 
storage, it enciphers to it, and is recorded on it, A data reproduction apparatus having a 
reproduction means for system managements which decodes said at least some of data for 
system managements currently enciphered and recorded using said decoding means is provided. 
[00l9j(Operation effect) In the above (1) or an invention of (3). An enciphering key or a 
decryption key (when using a cryptographic algorithm of a secret key method) for performing 
encryption or decryption in a data recorder beforehand A decryption key is the same as an 
enciphering key, or confidential information for generating an enciphering key and a decryption 
key is stored, When recording data on a portability type storage, Data in which information which 
matches a physical address and a logical address on entry data of a root directory table 
currently recorded on a system management area on a portability type storage or a portability 
type storage was stored is enciphered and recorded with said enciphering key. 
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[0020]Even if it is going to access said portability type storage with general-purpose data 
recording/playback equipment by doing in this way, since information for accessing a data file 
cannot be read, data cannot be accessed with a general-purpose device, 
[0021 ]A user uses a command [ low / SCSI / (Small Computer System Interface) ] deeply 
[ knowledge over a data storage device ], Since it is very difficult to decode information for 
accessing unless a key to encryption is known, even if it reads information for accessing the 
above-mentioned data file, it cannot perform accessing data in practice. 

[0022]Though what is enciphered is data currently recorded on a system management area of a 
portability type storage, for example, the whole data of a region for system managements is 
enciphered in a technique by this invention. There will be little processing time for size of this 
data to calculate encryption since it is far small compared with image data or dynamic image 
data, and it will end. 

[0023]For example, if saved at a file, without compressing 1,300,000-pixel image data, it will 
become the data size of about 4 megabytes, but data size of a system management area is at 
most hundreds of K bytes even 1 G byte of disk in one side. 

[0024]That is, when it is going to encipher image data compared with enciphering data of a 
system management area, in the above-mentioned example, one hundreds times the operation 
amount of this will be needed. 

[0025]This difference will become still more remarkable if data size becomes a video data which 
can be hundreds of megabytes - several gigabytes. 

[0026]In an invention of the above (2), stress by processing time of encryption is canceled by 
performing data encryption processing for system managements in parallel to time which is 
writing in data of an face image etc. into a portability type storage. 

[0027]Usually, it differs from a processor (for example, CPU) for a processor for exclusive use 
being used for processing which writes data in a portability type storage, therefore processing 
encryption. 

[0028]Even if it performs in parallel processing which enciphers writing to portability type 
storages, such as image data, and data of a system management area, a problem like data does 
not arise. 

[0029]Data of a picture or video amounts to several megabytes - hundreds of megabytes, and 
needs time for data writing to some extent. 

[0030]Therefore, it becomes possible to lose stress of processing time by encryption by 
performing in parallel processing which enciphers data of a system management area at the time 
of data writing. 

[003 1]A 1st embodiment that mentions the above (1) thru/or an invention of (3) later 
corresponds, and related figures are drawing 1 thru/or drawing 10. 

[0032]According to this invention, it is (4) in order to solve an aforementioned problem. Said 
recording device, A data dividing means which divides this data for users into size of an 
accessible unit field logically on a portability type recording medium when recording data for 
users on said portability type recording medium, A record section selecting means which it is 
intact from a user area of said portability type recording medium, and also chooses a record 
section, So that data divided by said division means may be recorded by irregular arrangement to 
each field where it adjoins of two or more intact unit recording areas where said record section 
selecting means was selected, A data recorder given in (1) having a recording control means 
which controls record of divided data is provided. 

[0033]A 2nd embodiment that mentions this invention of (4) later corresponds, and related 
figures are drawing 1 2 and drawing 1 5 thru/ or drawing 1 7. 

[0034]And it corresponds to a cluster region called accessible unit field with a FAT filesystem 
etc. logically under this invention of (4). 

[0035]When data is recorded, drawing 15 disassembles data shown in ID=3 and a field 
corresponding to 12, 14, and 19 by which hatching was carried out in size of a cluster, and shows 
a Key map which records it on a not continuous cluster. 

• « : ..Therefore, data shown in ID=2 and a white field corresponding to 4, 13, and 18 in this case 
shall not be disassembled in size of a cluster. 
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[0037](Operation effect) In the usual file system, when recording data, it records on a field which 
continued mostly physically in a user area, 

[0038]Therefore, there is a possibility that the contents of data currently recorded may be 
unjustly read in analyzing a bit pattern which carries out direct access to a user area, and is 
recorded on a user area, only by the above (1) thru/or invention of (3). 
[0039]On the other hand, in this invention of (4), in recording data, first, data is divided into 
plurality and it records that each divided data becomes discontinuous physically after that on a 
user area. 

[0040]Therefore, even if it reads a bit pattern currently recorded on a user area by carrying out 
direct access, it is difficult to restore the original data from there. 

[0041]As an example, a case where 6 megabytes (equivalent to image data incompressible 2 
million pixels) of data is recorded on a with the total capacity of 1 G byte and a cluster size of 
16 K bytes disk is considered as a portability type recording medium. 

[0042]ln this case, the number C of combination of sorting of possible data is C= 65200 even 
when data size is known, since a cluster total of an entire disk is 62500 pieces and a cluster 
number which constitutes 6 megabytes of file is 375 pieces! /(65200-375)! 
Since it comes out, it exists also as about 65200 375 and C cannot decode the original data in 
practice in round robin. 

[0043]According to this invention, it is (5) in order to solve an aforementioned problem. Said 
recording device, said — portability — type — a recording medium — initializing — processing - 

- the time said — portability — type — a recording medium — plurality — unit recording 
areas inside — at least — one — a ** — a unit — a field — a defect region — carrying out 

said a system management — ** — data — registering — a defect region — registration 

— a means — having — things — the feature — carrying out — ( — one — ) — a statement — 
a data recorder — providing — having . 

[0044]A 2nd embodiment that mentions this invention of (5) later corresponds, and related 
figures are drawing 18 and drawing 19. 

[0045](Operation effect) According to this invention of (5), two or more defect regions which 
cannot record data in a user area are arranged (in the case of a FAT filesystem). By what a code 
which shows that it is a defective cluster is recorded for on a part of FAT entry. A danger that 
data will be read unjustly can be lowered in analyzing a bit pattern which reduces continuity on a 
recording medium when recording data, carries out direct access to a user area as a result, and 
is recorded on a user area. 

[0046]In this invention of (5), there are simplicity of structure where it is the same as processing 
of the above (1) thru/or an invention of (3) except recording a defect region at the time of 
medium initialization, and a merit that processing is light. 

[0047]According to this invention, it is (6) in order to solve an aforementioned problem. Said 
recording device, A random data generation means which generates random data using an 
optional parameter, A random data writing means which writes random data obtained by said 
random data generation means in the whole user area of said portability type recording medium 
when initializing said portability type recording medium, A data recorder given in (1) having a 
parameter recording device which records said parameter on a system management area of said 
portability type recording medium is provided. 

[0048]According to this invention, it is (7) in order to solve an aforementioned problem. Said 
random data writing means, When deleting data from said portability type recording medium, a 
data recorder given in (6) being what writes said random data in a data deletion field of said 
portability type recording medium again is provided. 

[0049]A 2nd embodiment that mentions this invention of (6) and (7) later corresponds, and 
related figures are drawing 20 thru/or drawing 22. 

[0050](Operation effect) At the time of initialization (shipment) of a portability type recording 
medium, a user area usually serves as a uniform value (each BITSUTO **. wholly ON, or wholly 
OFF). 

, 0051. Therefore, when only a small number of data is recorded on a portability type recording 
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medium, since the number of combination decreases to a round robin attack which was 
described by the invention of the above (4), a degree of the safety of data becomes low. 
[0052, However, according to this invention of (6) and (7), a user area of a portability type 
recording medium, Since ON/OFF of a bit of a field which is not recorded is not uniform even 
when only a small number of data is recorded on a medium, since a value random at the time of 
initialization of a portability type recording medium is recorded, in order to attack, the round 
robin technique is needed, and the safety of data improves. 

[0053]According to this invention, it is (8) in order to solve an aforementioned problem. Said 
recording device, A random data generation means which generates random data using an 
optional parameter, A data recorder given in (1) having a free-space selecting means which 
makes multiple selection of the intact field from a user area of said portability type recording 
medium, and a random data writing means which writes said random data in a field obtained by 
said free-space selecting means is provided. 

[0054]A 2nd embodiment that mentions this invention of (8) later corresponds, and related 
figures are drawing 20 and drawing 23. 

[0055](Operation effect) If it means altering data before writing data in a user area of a 
portability type recording medium, A bit pattern of a user area before writing in data is all 
dumped, and is recorded, and if all bit patterns of a user area are dumped again, both bit patterns 
are compared and difference is taken after writing in, pinpointing of a field where written-in data 
is recorded will be able to be performed. 

[0056]Therefore, when only a small number of data is recorded on a portability type recording 
medium, since the number of combination decreases to a round robin attack which was 
described by the invention of the above (4), a degree of the safety of data becomes low. 
[0057] However, according to this invention of (8), when writing data in a user area of a portability 
type recording medium, the safety of data improves to the above-mentioned attack by writing in 
with data to actually record dummy data on simultaneously. 

[0058]According to this invention, it is (9) in order to solve an aforementioned problem. Said 
recording device, unit recording areas where said user area continues said data for users — 
therefore, it recording continuously and with unit-record ing— areas ID at the tail end in a head 
among said continuous unit recording areas. ID recording device which records defect region ID 
in said unit recording areas on a table for file management of said system management area, A 
data recorder given in (1) having an address means to ask for a physical address of said data for 
users recorded on said portability type recording medium, based on ID recorded on said table for 
file management is provided. 

[0059]A 2nd embodiment that mentions this invention of (9) later corresponds, and related 
figures are drawing 24 and drawing 25. 

[0060](Operation effect) For example, generally size of data photoed with a high definition digital 
camera etc. is large, therefore the number of a FAT entry used when recording the shot data on 
a portability type recording medium also becomes large. 

[0061]As mentioned above, when recording data of 6 megabytes (equivalent to both 
incompressible image data 2 million ****) of DISUKUHE with a cluster size of 16 K bytes, 375 
FAT entries are needed. 

L0062]And if an entry of FAT becomes large, a burden of the encryption/decoding processing in 
the above (1) thru/or an invention of (3) will become large. 

[0063]On the other hand, it is also possible for recording information which a head position in 
which data is written, and a position at the tail end understand on a system management area, 
when recording data to access data. 

[0064]In this case, since that position and number must be recorded if a defective cluster is all 
over a field which records data, although the number of required FAT entries can be managed 
with a minimum of two pieces, the number of that much required entries increases, but. Usually, 
the number of FAT entries required [ since it is almost zero 3 when writing one picture in a user 
area is three, information which a head position in which data is written, and a position at the tail 
end understand, and information showing the number of a defective cluster which exists in a field 
to write in. 
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[0065]Therefore, when writing in 6 megabytes of the above-mentioned data, 1/100 or less is the 
number of a needed FAT entry. 

[0066]This serves as a very effective means for improvement in processing speed of 
encryption/decryption of a data reproduction apparatus. 

[0067]According to this invention, it is (10) in order to solve an aforementioned problem. Said 
recording device, A processing means for said data for users to receive in part at least, and to 
perform predetermined processing, Information relevant to an address on data of a field where 
predetermined processing was performed by said processing means, and this address, and a 
processing information storage means to record at least one of parameters required for said 
predetermined processing on said data for system managements, A ****(ing) data recorder given 
in (9) is provided. 

[0068]A 2nd embodiment that mentions this invention of (10) later corresponds, and related 
figures are drawing 24 thru/or drawing 27. 

[0069]According to this invention, it is (11) in order to solve an aforementioned problem. A data 
recorder given in (10), wherein said processing means shuffles by a data unit in each unit 
recording areas is provided. 

[0070]A 2nd embodiment that mentions this invention of (11) later corresponds, and related 
figures are drawing 24 thru/or drawing 28, and drawing 30. 

[0071]According to this invention, it is (12) in order to solve an aforementioned problem. A data 
recorder given in (10), wherein said processing means shuffles in each unit-recording-areas unit 
is provided. 

[0072]A 2nd embodiment that mentions this invention of (12) later corresponds, and related 
figures are drawing 24 thru/or drawing 29. 

[0073]According to this invention, it is (13) in order to solve an aforementioned problem. A data 
recorder given in (10), wherein said processing means performs a shuffle of to said whole data 
for users is provided. 

[0074]A 2nd embodiment that mentions this invention of (13) later corresponds, and related 
figures are drawing 24 thru/or drawing 28, and drawing 31. 

[0075]According to this invention, it is (14) in order to solve an aforementioned problem. A data 
recorder given in (10), wherein said processing means performs processing which enciphers data 
is provided. 

[0076]A 2nd embodiment that mentions this invention of (14) later corresponds, and related 
figures are drawing 24 thru/or drawing 27, and drawing 32. 

[0077]According to this invention, it is (15) in order to solve an aforementioned problem. Said 
processing means, a unit — a field — inside — a shuffle — unit recording areas — a unit — a 
shuffle — said — a user — ** — data — the whole — receiving — a shuffle — and — data 
encryption — processing — inside — from — at least — two — a ** — processing — 
combining — carrying out — things — the feature — carrying out — ( — ten — ) — a statement 
— a data recorder — providing — having . 

[0078]A 2nd embodiment that mentions this invention of (15) later corresponds, and related 
figures are drawing 24 thru/or drawing 28 and drawing 30, and drawing 32. 
[0079](Operation effect) It is premised on recording data continuously on a user area in an 

invention of the above (9). 

[0080]Therefore, the way things stand, it is analyzing a bit pattern which carries out direct 
access to a user area, and is recorded on a user area, and there is a possibility of reading 
unjustly the contents of data currently recorded there. 

[0081]then, when recording data in an invention of (10), processing which comes out of what it 
does not record as it is, but it processes shuffling data or enciphering etc. and is recorded, and 
improves the safety of data is performed. 

[0082]In this case, if it is embedded into a FAT entry of an invention of the above (9) as a 
parameter required for processing of a shuffle or encryption is shown in drawing 26, It becomes 
possible to add various processing variations for protecting data for every data, and an effect 
that size of FAT which is an effect of the invention of the above (9) can be made small can also 
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[0083]An invention of (1 1) thru/or (15) performs processing for improving the safety of data. 
[0084]According to this invention, it is (16) in order to solve an aforementioned problem. Said 
recordng device. A data recorder given in (1) having a code extraction recording device which 
records a predetermined code produced by extracting from user data recorded on said portability 
type recording medium on said system management area is provided. 

[0085]According to this invention, it is (17) in order to solve an aforementioned problem. Said 
data reproduction means for system managements, A code extraction means to extract a 
predetermined code from said data for users read from said portability type recording medium, A 
code extracted by this code extraction means, and said code which are extracted when 
recording said data for users on said portability type recording medium, and is beforehand 
recorded on said system management area Said code collation means to compare, A ****(ing) 
data reproduction apparatus given in (3) is provided. 

[0086]A 2nd embodiment that mentions this invention of (16) and (17) later corresponds, and 
related figures are drawing 34 thru/or drawing 38. 

[0087](Operation effect) Although it is possible for an invention of (18) which this (16) and (17) 
invent and mention later to having been the invention which secures the safety of data by 
carrying out the scramble of the data which the above (10) thru/or an invention of (15) record, 
being unable to read data, and carrying out to read data, When it alters, it is the invention which 
secures the safety of data by giving a mechanism in which it turns out that it altered. 
[0088]In this case, as a fundamental view, it is based on a message attestation child's (Message 
Authentication Code:MAC) method used by communication etc. 
[0089]Below, a method of this MAC is explained. 

[0090]In a method of detecting an alteration of data using MAC, a code which performs a 
predetermined operation (a HASH function (hash value) which is a directivity function is usually 
used) to data, and is first called a message digest (MD) to it is taken out. 
[0091]This MD has the feature of changing a lot, when the contents of the original data change 
from character of a HASH function. 

[0092]Next, MD is enciphered using an encryption key severely protected from the 3rd person in 
a secret. 

[0093]This enciphered MD is MAC and transmits this MAC to a communications partner with 
data at the time of communication. 

[0094]In a side which received, a predetermined operation is first performed to data like **** 
from data, and MD is obtained. 

[0095]Next, it decrypts using a key to decryption and MD' is obtained from MAC which received 
together. 

[0096]Since it will become a different code from MD and MD' if data is altered in the middle of 
communication, existence of an alteration of data in the middle of communication can be 
investigated by comparing MD and MD'. 

[0097]The above is the method of alteration detection of data based on MAC. 
[0098]Incidentally, when enciphering MD, generally may call an electronic signature a case where 
MAC and a data source enciphered MD for a code using an algorithm of a common key 
encryption system using the same encryption/decryption key with a secret key by data source 
and a receiver, and a receiver decrypts it by a public key, but. In this invention, both will be 
generically called MAC. 

[0099]In an invention of (16), when recording data on a user area by a technique by invention of 
(9), MD is calculated first. 

[0100]Then. as shown in drawing 35, MD (hash value) is recorded for this MD into a FAT entry of 
an invention of (9). 

[0101]Usually, in the case of MAC, communication etc. need to encipher MD as not being altered 
in the middle of. 

[0102]However. intermediary **** [ as ] as which the whole system management area is 
enciphered as a premise in this invention. 

,0103-Jherefore, even if it records MD on a FAT entry which is in a system management area 
without enciphering especially, the same effect as MAC can be acquired. 
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[0104]In this invention, an effect of becoming possible to read data with the same processing 
speed as an invention of the above (3) by forming the mode which passes processing of 
alteration detection is acquired. 

[0105]An invention of (17) performs collation processing for alteration detection using MD (hash 
value) recorded by invention of the above (16), and is applied to a data reproduction apparatus 
by invention of the above (3). 

[0106]According to this invention, it is (18) in order to solve an aforementioned problem. Said 
data reproduction means for system managements, A parameter reading means which reads said 
parameter from said system management area, A data reproduction apparatus given in (3) having 
a means to compare random data generated using a parameter read from said system 
management area and random data indicated to a cluster of a free space of said portability type 
recording medium is provided. 

[0107]A 2nd embodiment that mentions this invention of (18) later corresponds, and related 
figures are drawing 20 thru/or drawing 22. 

[0108](Operation effect) This invention of (18) is a data reproduction apparatus for reading data 
recorded with a data recorder of an invention of the above (6) and (7). 

[0109]Even when a malicious user eliminates data unjustly using other recorders according to 
this invention of (18), An effect that it can leave a trace of having eliminated data unjustly is 
acquired from a bit pattern of an eliminated user area differing from a pattern recorded by 
invention of the above (6) and (7). 
[0110] 

[Embodiment of the Invention]With reference to drawings, an embodiment of the invention is 
described below. 

[0111](A 1st embodiment) A 1st embodiment of the data recording/playback equipment by this 
invention is first described using drawing 1, drawing 3, drawing 4, drawing 6, or drawing 10. 
[0112]The portion to which the same number was assigned in each of these figures shall have 
the same function. 

[01 13]Drawing 1 is a block diagram showing the composition of the data storage/playback 
equipment in a 1st embodiment. 

[01 14]Namely, this data storage / playback equipment 101, PC110 of the exterior, and the 
communications department 102 which performs communication. It comprises the operating 
memory part 103 connected to this communications department 102 via the internal bus, 
respectively, the memory part 104 for key data memory, the control section 105, the decoding 
section 106, the encryption section 107, the portability type storage actuator 108, and the 
medium judgment part 109. 

[0115]The communications department 102 SCSI (Small Computer Systemlnterface) and 
Ethernet, It has a function which carries out the exchange of the data creation and the editing 
device and data of PC110 of data recording / playback equipment exterior, a workstation, etc., or 
a command using radio, such as telecommunication cables, such as a serial cable, or infrared 
rays. 

[01 1 6]The operating memories 103 are data sent by the communications department 102 etc. 
and a memory for buffering gradual data in the middle of various processing, and loading a 
program. 

[01 17]The memory part 104 for key data storing is a memory for storing encryption keys, such 
as confidential information, for example, DES etc. 

[01 18]The control section 105 is a portion which controls the whole processing of data storage / 
playback equipment 101. 

[01 1 9]The decoding section 106 reads the information for decrypting data from the memory part 
1 04 for key data storing, and decrypts data. 

[0120]Similarly. the encryption section 107 reads the information for enciphering data from the 
memory part 104 for key data storing, and enciphers data. 

[0121]The portability type storage actuator 108 performs read-out/writing of the data of the 
field on the portability type storage 100 with which data storage / the playback equipment 101 
concerned are loaded (elimination is included) according to the processing demand from the 
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control section 105. 

[0122]The medium judgment part 109 judges whether the storage with which data storage / the 
playback equipment 101 concerned are loaded is the portability type storage 100 currently 
recorded by the technique by this invention, or it is the other storage. 

[0123]Drawing 3 is a figure for explaining a general file system, and shows the composition on 
the storage 1 of the FAT filesystem used by Windows or MS-DOS here. 
[0124]Generally in the storage 1 of a FAT filesystem. as the system management area 7 — a 
boot sector (OEM ID and a loader routine.) Comprise BPB on which the information about a 
device is recorded and 2 which consists of reserved areas, FAT3, the copy 4 of FAT, and the 
entry table 5 of the root directory, and. It comprises the file area 6 as the user area 8 (it is the 
following literature for details reference: "MS-DOS encyclopedia Volumel" and ASCII 
publication office (1989) p1 12-1 18). 

[0125]On the other hand, drawing 4 shows the composition on the portability type storage 100 
used by a 1st embodiment by this invention. 

[0126]In drawing 4, the data of the system management area 7 is the same key data as the 
enciphered key data stored in the memory part 104 for key data storing of drawing 1, and is 
enciphered and recorded by the same method as the method of enciphering the encryption 
section 107. 

[01 27]Drawing 6 is a flow chart which shows the flow of the processing at the time of the data 
read in a 1st embodiment by this invention. 

[0128]When reading data from the portability type storage 100, According to the data read 
demand (Step S1) on the portability type storage 100 from external PC1 10 grade, First, the data 
for system managements which is enciphered by the system management area of the portability 
type storage 100, and is recorded on it is read to the operating memory 103 using the portability 
type storage actuator 108 (Step S2). 

[0129]Then, the read data for system managements which is enciphered is decrypted using the 
decoding section 106 (Step S3), and the data for system managements is obtained. 
[0130]If the data for system managements is obtained, the data which read the appointed data 
using the information (step S4), and was read to PC1 10 of the exterior via the communications 
department 101 will be transmitted, and it will end (Step S5). 

[0131]Drawing 7 is a flow chart which shows the flow of processing when accessing for the first 
time to the portability type storage 100 by a 1st embodiment and reading data. 
[0132]When accessing for the first time to the portability type storage 100 and reading data, 
according to the data read demand (Step S21) on the portability type storage 100 from external 
PC1 10 grade, it is judged first whether access is the first (Step S22). 

[0133]And access reads the data for system managements which is enciphered by the system 
management area of the portability type storage 100, and is recorded on it to the operating 
memory 103 using the portability type storage actuator 108 at a certain time for the first time 
(Step S23). 

[0134]Then, the read data for system managements which is enciphered is decrypted using the 
decoding section 106 (Step S24), and the data for system managements is obtained. 
[0135]If the data for system managements is obtained, the data which read the appointed data 
using the information (Step S25), and was read to PC1 10 of the exterior via the communications 
department 102 will be transmitted, and it will end (Step S26). 

[0136]However, in Step S22, when access is not the first The data which carried out through 
[ of the above-mentioned step S23 and the processing of S24 ], read the appointed data using 
the information on the data for system managements obtained in front (Step S25), and was read 
to PC1 10 of the exterior via the communications department 102 is transmitted, and it ends 
(Step S26). 

' 3 Draw ng 3 is a flow chart which shows the flow of processing when writing in data by a 1st 

embodiment, 

8]In writing the data received from external PC 100 via the communications department 102 
in the portability type storage 100, it reads the data for system managements to the operating 
memory 103 in the same procedure as the time of read-out first (Step S40, S41). 
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[01 39]Then, the data received from external PC100 is written in the portability type storage 100 
using the decrypted data for system managements (Step S42, S43). 

[0140]Since the composition of the data on the portability type storage 100 is updated at this 
time, naturally the data for the system managements on the operating memory 103 is also 
updated (Step S44), 

[014l]Then, the data for the system managements on the operating memory 103 is enciphered 
using the encryption section 107 (Step S45), The data for system managements which 
enciphered [ above-mentioned ] using the portability type storage actuator 108 is written in the 
system management area of the portability type storage 100 (Step S46), and it ends (Step S47). 
[0142]Drawing 9 is a flow chart which shows the flow of processing when accessing for the first 
time to the portability type storage 100 by a 1st embodiment and writing in data. 
[0143]When accessing for the first time to the portability type storage 100 and writing in data, 
according to the data writing demand (Step S60) on the portability type storage 100 from 
external PC1 10 grade, it is judged first whether access is the first (Step S61). 
[0144]And access reads the data for system managements which is enciphered by the system 
management area of the portability type storage 100, and is recorded on it to the operating 
memory 103 using the portability type storage actuator 108 at a certain time for the first time 
(Step S62). 

[0145]Then, the data received from external PC100 is written in the portability type storage 100 
using the decrypted data for system managements (Step S63, S64). 

[0146]Since the composition of the data on the portability type storage 100 is updated at this 
time, naturally the data for the system managements on the operating memory 103 is also 
updated (Step S65). 

[0147]Then, the data for the system managements on the operating memory 103 is enciphered 
using the encryption section 107 (Step S66), The data for system managements which 
enciphered [ above-mentioned ] using the portability type storage actuator 108 is written in the 
system management area of the portability type storage 100 (Step S67), and it ends (Step S68). 
[0148]However, in Step S61, when access is not the first. Through [ of the above-mentioned 
step S62 and the processing of S63 ] is carried out, and the data received from external PC100 
is written in the portability type storage 100 using the information on the data for system 
managements obtained in front (Step S63, S64). 

[0149]Since the composition of the data on the portability type storage 100 is updated at this 
time, naturally the data for the system managements on the operating memory 103 is also 
updated (Step S65). 

[0150]Then, the data for the system managements on the operating memory 103 is enciphered 
using the encryption section 107 (Step S66), The data for system managements which 
enciphered [ above-mentioned ] using the portability type storage actuator 108 is written in the 
system management area of the portability type storage 100 (Step S67). and it ends (Step S68). 
[0151]That is, it will encipher each time and the data for system managements will be written in 
the system management area of the portability type storage 100. 

[0152](a) of drawing 10 is other flow charts which show the flow of processing when accessing 
for the first time to the portability type storage 100 by a 1st embodiment and writing in data. 
[0153]When accessing for the first time to the portability type storage 100 and writing in data, 
according to the data writing demand (Step S80) on the portability type storage 100 from 
external PC110 grade, it is judged first whether access is the first (Step S81). 
[01 54]And access reads the data for system managements which is enciphered by the system 
management area of the portability type storage 100, and is recorded on it to the operating 
memory 103 using the portability type storage actuator 108 at a certain time for the first time 
(Step S82). 

[0155]Then, the data received from external PC 100 is written in the portability type storage 100 
using the decrypted data for system managements (Step S83, S84). 

[0156jSince the composition of the data on the portability type storage 100 is updated at this 
time, naturally the data for the system managements on the operating memory 103 is also 
updated and (Step S85) ended (Step S86). 
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[0157]However, in Step S81, when access is not the first Through [ of the above-mentioned 
step S82 and the processing of S83 ] is carried out, and the data received from external PC 100 
is written in the portability type storage 100 using the information on the data for system 
managements obtained in front (Step S84). 

[0158]Since the composition of the data on the portability type storage 100 is updated at this 
time, naturally the data for the system managements on the operating memory 103 is also 
updated and (Step S85) ended (Step S86). 

[01 59](b) of drawing 10 is a flow chart which shows the flow of processing when there is a 
discharge demand of the portability type storage 100 by a 1st embodiment. 
[0160]Namely, when there is a discharge demand of the portability type storage 100. After 
enciphering the data for system managements (Step S91) and recording this enciphered data for 
system managements on the system management area on the portability type storage 100 (Step 
S92), the portability type storage 100 is discharged (Step S93). 

[0161]That is, only when discharging the portability type storage 100 from the data recording / 
playback equipment 101 by this invention, the data for system managements is enciphered and it 
records on the system management area on the portability type storage 100. 
[01 62] Although all the data of a system management area is enciphered, it may be made to 
encipher only the copy of FAT and FAT, and the entry table of a root directory in the above 
explanation, as shown in drawing 5. 

[0163]Although the explanation so far explained PC to the example as an external device of a 
data recorder, as an external device, it is not limited to this. 

[0164]For example, it does not matter even if it may be information editing equipment, such as a 
workstation and PDA, instead of PC or is an image imaging device like a scanner, a digital 
camera, and a digital camcorder. 

[0165]Naturally various kinds of modification and change are possible for each composition of 
this embodiment of the invention. 

[0166]As shown in drawing 2, as the image imaging device 130, While comprising the optical 
system 120, the image pick-up part 121, the A/D conversion part 122, the image processing 
portion 123, the format conversion part 124, and the user interface part 125, It comprises the 
operating memory part 103 which is a component as data recording / playback equipment 101, 
the memory part 104 for key data memory, the control section 105, the decoding section 106, 
the encryption section 107, the portability type storage actuator 108, and the medium judgment 
part 109. 

[0167]The optical system 120 comprises a lens, a body tube drive system, etc., and carries out 
image formation of the image to the image pick-up part 121. 

[0168]The image pick-up part 121 changes a lightwave signal into an electrical signal, and the 
data which carried out the A/D conversion of said electrical signal, and digitized it is stored in 
the operating memory part 103 in the A/D conversion part 122. 

[0169]In the image processing portion 123, various processings (for example, adjustment of a 
white balance, gamma conversion, edge enhancement processing, etc.) for generating a picture 
are performed from the digital data stored in the aforementioned operating memory 103. 
[0170]The format conversion part 124 is a portion which changes the data of the aforementioned 
picture into preservation format, such as JPEG. 

[0171]The user-interface part 125 consists of user interfaces, such as a shutter, a liquid crystal 
finder, and a button for various photographing mode setting out. 

[0172]The demand of elimination of a file, etc. is also inputted via the user-interface part 125. 
[0173]The above composition of the inside of the dotted line of drawing 2 is the same as that of 
the data recording/playback equipment of a 1st embodiment so that drawing 2 may show. 
[0174]The portion which was considering the exchange of data as external PC110 grade through 
the communications department 102 in the case of a 1st embodiment only replaced exchanging 
data between the dotted-line exteriors in an image imaging device in drawing 2. 
_0175„Therefore, also in composition like drawing 2, it is possible to have a function of a 1st 
e"nbcd' ™ert. 

[0 ' 76]The privacy of a data content and bona fides are secured for mass data like a picture, and 
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the above composition enables it to provide the data recorder which can record data at high 
speed. 

[01 77]And the following inventions are included in a 1st embodiment that was mentioned above. 
[0178](D In the data recording/playback equipment which records data on a portability type 
storage, A means to hold confidential information in a device, and a means to perform encryption 
and decryption using said confidential information, A means to encipher some of data for system 
managements of said portability type medium, or data for system managements, and to record on 
the system management area of said portability type storage using said encoding means, Said 
said enciphered data for system managements is read from the system management area of said 
portability type storage, Data recording/playback equipment having a means to decrypt some of 
said enciphered data for system managements, or data for system managements which were 
enciphered using said decoding means. 

[01 79](2) Data recording/playback equipment, wherein said data recording/playback equipment 
process said encryption in parallel to the time of performing processing which writes data in the 
user area of said portability type storage in time. 

[0180]In the technique by (2nd embodiment) and a 1st embodiment that was mentioned above in 
time, the data on a portability type recording medium is dumped, and there is a risk of having a 
possibility that a data content will be read by the inaccurate attack method of changing a reading 
position one by one. 

[01 81]In the case of a recording medium which stores the picture especially photoed with the 
digital camera. The kind (the format of "WORD", "excel", "text", "jpeg", "tiff", "mpeg", etc., 
etc.) of data to photo was also decided (JPEG, TIFF, FlashPix, etc.), Since data size is also 
almost more nearly constant still when the pixel number of CCD is immobilization, in the 
technique by a 1st embodiment, there is a difficulty that it is weak, to the above unjust attacks. 
[0182]So, in this 2nd embodiment, it has intention of providing the data recording/playback 
equipment accompanied by the measure against defense to such an unjust attack. 
[0183]First, the term used by this 2nd embodiment is explained. 
[0184] 

(1) Logically accessible physically accessible unit field = cluster (2) sector [ unit field = ] (3) 
FAT : It is an abbreviation of File Allocation Table and is a file system name of MS-DOS. 
Although FAT is used in the following explanation like the general term of the management table 
which a file system uses, "FAT" is a name of the management table used with the file system 
used by MS-DOS or Windows until it gets tired. 

(4) false defect cluster: — or [ that have not necessarily actually broken physically and it is 
normal ] — the cluster (definition within this specification) made into the defect by operating the 
contents of the management table showing whether it is a defect. 

(5) Pseudo-random : The word "false" is attached in order to generate a random number using a 
pseudo-random number series. 

[0185]Next, the outline of a 2nd embodiment is explained. 

[0186]According to this 2nd embodiment, it roughly divides enciphering a system management 
area (FAT is included) into a base, and the following five techniques are contained in it. 
[0187](1) Make physical arrangement of the cluster to data pseudo-random (continuity is 

abolished). 

[0188](2) Make a false defect cluster and make read-out of data difficult. 

[01 89]It is subordinate to the above (1) and (2), and it has the following cases. 

[0190]a) Initialize a user area by pseudo-random data at the time of data initialization. 

[0191]b) Transpose the field to the original random data at the time of data deletion. 

[01 92]This is for considering it as those of an alteration with doubt, when there is a cluster on 

which data which is intact and is different from the time of initialization was recorded. 

[01 93](3) Also write fake data in a free space (the above-mentioned false defect cluster region 

is also included) of recording media, such as an MO disk, simultaneously at the time of data 

writing. 

[0194]This (3) is boiled, therefore the above (1), (2), and concomitant use are possible for it. 
[0 95](4) Use that the size of data without the postscript to data is almost constant, and realize 
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small-scale-ization (the operation amount of FAT encryption is reduced) of FAT. 

[0196]It is subordinate to this (4), and there are the following cases. 

[0197]a) Perform various processing of shuffling at the time of data recording. 

[01 98]b) Record the parameter of processing on the amount region of a system management. 

[0 ! I J. 5) At the time of data recording, calculate the hash value (OR Error Correcting 

Code/Error Detecting Code) of data, and record on a system management area. 

[0200] Drawing 11 is a figure for explaining the file management technique of MS-DOS FAT 16 file 

system corresponding to the five techniques of the above of a 2nd embodiment based on the 

above outlines. 

[0201]That is. drawing 1 1 takes access to the file of file name file.text for an example. 
[0202]In this case, the directory entry (FAT16) of file.text as shown according to menu form in 
drawing 1 1 is looked for by searching the entry (or entry of a subdirectory) of a root directory. 
[0203]Here, the case where a FAT entry (ID) is 14 as a start cluster (ID) is shown. 
[0204]If the size of a file as shown according to menu form in drawing 1 1 is 4800bytes, for 
example, is 1 cluster =1024bytes, it shows the case where five clusters are needed. 
[0205]Here, the case where it is 1 cluster =2 sector =1024bytes is shown. 
[0206]"H" in drawing 1 1 shall mean a hexadecimal number. 

[0207]And a FAT entry (ID) receives 1 1 , 12, 1 3, 14, 1 5, 1 6, 1 7, 1 8, 1 9, and 20, Each cluster CH, 
DH, FFFFH, FH, 10H and 12H, FFF7H, 13H, FFFFH, and OH are the examples by the above- 
mentioned pseudo-random one which are randomized and are assigned, respectively. 
[0208]In this example, it comes to be below the FAT link of one data. 

[0209]First, access is started for a FAT entry (ID) from 14 as a start cluster (ID), A FAT entry 
(ID) shifts to 15 in FH=15, a FAT entry (ID) shifts to 16 in 10H=16, a FAT entry (ID) shifts to 18 
in 12H=18, and a FAT entry (ID) shifts to 19 in 13H=19. 

[0210]Since a FAT entry (ID) is a poor cluster as the above-mentioned false defect cluster 
region FFF7H of 17, in the FAT entry (ID), the FAT entry (ID) has shifted to 18 from 16. 
[021 1]In FFF8 of 1 9 - FFFFH, a FAT entry (ID) is a cluster of the last of a file. 
[0212]And a FAT entry (ID) is an intact cluster OH of 20. 

[0213]Next, each example corresponding to the five techniques of the above of a 2nd 
embodiment based on the above outlines is explained with reference to drawing 12 thru/or 
drawing 37. 

[0214]The portion to which the same number as a 1st embodiment mentioned above in each of 
these figures was assigned shall have the same function. 

[0215](The 1st example) The 1st example of a 2nd embodiment of the data recording/playback 
equipment by this invention is first explained using drawing 12 thru/or drawing 17. 
[0216]Drawing 12 is a block diagram showing the composition of the data recording/playback 
equipment by the 1st example in a 2nd embodiment. 

[0217]Namely, this data storage / playback equipment 101, PC1 10 of the exterior, and the 
communications department 102 which performs communication, The operating memory part 103 
connected to this communications department 102 via the internal bus, respectively, the memory 
part 104 for key data memory, the control section 105, the decoding section 106, the encryption 
section 107, the portability type storage actuator 108, the medium judgment part 109 (not 
illustrating refer to a 1st embodiment), It comprises the data division part 201 and the cluster 
selecting part 202. 

[0218]The communications department 102 SCSI (Small Computer Systemlnterface) and 
Ethernet, It has a function which carries out the exchange of the data creation and the editing 
device and data of PC110 of data recording / playback equipment exterior, a workstation, etc., or 
a command using radio, such as telecommunication cables, such as a serial cable, or infrared 
rays. 

[0219]The operating memories 103 are data sent by the communications department 102 etc. 
and a memory for buffering gradual data in the middle of various processing, and loading a 

program. 

[0220]The memory part 104 for key data storing is a memory for storing encryption keys, such 
as confidential information, for example, DES etc. 
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, 022 1 JThe control section 105 is a portion which controls the whole processing of data storage 
playback equipment 101. 

[0222]The decoding section 106 reads the information for decrypting data from the memory part 
104 for key data storing, and decrypts data, 

[0223]Similarly, the encryption section 107 reads the information for enciphering data from the 
memory part 104 for key data storing, and enciphers data. 

[0224]The portability type storage actuator 1 08 performs read-out/writing of the data of the 
field on the portability type storage 100 with which data storage / the playback equipment 101 
concerned are loaded (elimination is included) according to the processing demand from the 
control section 105. 

[0225]In the medium judgment part 109 which is not illustrated, it is judged whether the storage 
with which data storage / the playback equipment 101 concerned are loaded is the portability 
type storage 100 currently recorded by the technique by this invention, or it is the other storage. 

[0226]The data division part 201 divides data into the size of an accessible unit field logically on 
the portability type recording medium 100. 

[0227]The cluster selecting part 202 chooses logically the cluster which is not used from the 
portability type recording medium 100 in accordance with the predetermined rule as a cluster of 
an accessible unit field. 

[0228]Namely, the data recording/playback equipment by this 1st example, In the data 
recording/playback equipment by a 1st embodiment that was mentioned above, In the processing 
which records data on the portability type recording medium 100, the data division part 201 
divides data into the size of an accessible unit field logically on the portability type recording 
medium 100, and. By choosing logically the cluster which is not used by the cluster selecting 
part 202 from the portability type recording medium 100 in accordance with the predetermined 
rule as a cluster of an accessible unit field, According to the processing demand from the control 
section 105, said divided data is logically characterized by said thing [ having been chosen ] 
recorded on the cluster of an accessible unit field one by one. 

[0229]Namely, when recording data on the disks as a portability type recording medium (for 
example, MO etc.), are trying for a cluster to usually record data on the field connected 
continuously, but. There is a threat that the data written in the disk is read by dumping the user 
area of a disk one by one, in case of this method. 

[0230]So, with the data recording/playback equipment by this 1st example, when writing in data, 
the technique of avoiding the above-mentioned threat shall be adopted by choosing the cluster 
which dares to be discontinuous and writing in data. 

[0231]For example, in the case of the disk size 1G and the image size 6M (incompressible 2 
million pixels), there are 375 cluster numbers for the cluster number of an entire disk to record 
those with 62500 piece and one image data also in the case where the size of a cluster is 16K. 
[0232]If the technique by the 1st example is adopted to such a disk, when a system management 
area is enciphered and the link between clusters is not known. The data recorded by 375 
clusters in right turn from 62500 clusters also for restoring image data by groping (since random 
data was written in all the fields of De Dis . KU at the time of initialization) must be read, A 
decipherment becomes fairly difficult (there is combination as about 62500 375 by simple 
calculation). 

L 0233]They are temporarily dumped by all the recording-medium fields of the back before writing 
in data, and by [ said two which carry out a data comparison 1 having been dumped. Since 
the turn of the data for reading data is not known even if the field where data is recorded is 
revealed, it is 375! It is necessary to decode true data from the combination of a passage. 
[0234]Actually, in the case of image data, it is 375 from the information on frequency, hue Seki, 
etc.! Although it is possible to narrow a search range to a slight degree from a passage, it can be 
said that the decipherment itself is next to impossible. 

[0235]And in the technique by this 1st example, since the physical continuity of a cluster is lost, 
a reading speed falls, but it is fundamentally the same as the usual file stem, and the data size of 
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a system management area does not change. 

. 0236.; Drawing 13 shows the data management gestalt in FAT16 file system based on the 
technique by this 1st example. 

[0237]That is, drawing 13 takes out and shows a cluster portion from drawing 1 1 which explained 
the outline of a 2nd embodiment previously, and is proportionate to drawing 1 1 except not having 
provided the false defect cluster region. 

[0238]In this example, it comes to be below the FAT link of one data. 

[0239]First, access is started for a FAT entry (ID) from 14 as a start cluster (ID), A FAT entry 
(ID) shifts to 15 in FH=15, a FAT entry (ID) shifts to 16 in 10H=16, a FAT entry (ID) shifts to 17 
in 1 1 H=1 7, and a FAT entry (ID) shifts to 1 8 in 1 2H=1 8. 
[0240]In FFFFH of 18, a FAT entry (ID) is a cluster of the last of a file. 

[024l]Drawing 14 shows in reference the example in case data is recorded on the user area of 
the portability type recording medium which has a system management area and a user area, 
when the usual file system is used. 

[0242]In this case, in the portability type recording medium, as physical arrangement of data, the 
cluster region of ID(address) =2 - 37 is arranged, for example so that the physical possible 
continuity may be secured. 

[0243]And in this drawing 14, the example by which data is written in the cluster region of ID 
(address) =14 which has hatching - 18 is shown. 

[0244]Drawing 15 shows the recording form of data based on the technique by this 1st example. 
[0245]That is, in this drawing 1 5, first, the data to record is divided into the size of a cluster and 
shows respectively what is recorded on the cluster region of cluster ID(address) -2 [ selected at 
random ], 3, 4—12, 13, 14—17, 18, and 19—33. 

[0246]Drawing 16 matches the FAT link of one data in the case of being based on this 1st 
example with a part of drawing 14, and shows it. 

[0247]As this drawing 16 shows, it is a technique which can be fundamentally treated by a FAT 
system. 

[0248]Drawing 17 shows the example in case data is recorded on the user area of the portability 
type recording medium which has a system management area and a user area, when the file 
system by this 1st example is used. 

[0249]In this case, in the portability type recording medium, as physical arrangement of data, the 
cluster region of ID(address) =2 - 37 is randomized and arranged, for example so that the 
physical possible continuity may be abolished. 

[0250]And in this drawing 17, the example by which data is written in ID(address) =3 which has 
hatching, 12, 14, 17 and 19, and 33 cluster regions is shown. 

[0251 ]The 2nd example of a 2nd embodiment of the data recording/playback equipment by this 
invention is explained using the (2nd example) next drawing 18, and drawing 19. 
[0252]Drawing 18 is a block diagram showing the composition of the data recording/playback 
equipment by the 2nd example in a 2nd embodiment. 

[0253]Namely, this data storage / playback equipment 101, PG1 10 of the exterior, and the 
communications department 102 which performs communication, The operating memory part 103 
connected to this communications department 102 via the internal bus, respectively, the memory 
part 104 for key data memory, the control section 105, the decoding section 106, the encryption 
section 107, the portability type storage actuator 108, the medium judgment part 109 (not 
illustrating refer to a 1st embodiment), It comprises the cluster selecting part 301 and the 
random number generation part 302. 

[0254]The communications department 102 SCSI (Small Computer Systemlnterface) and 
Ethernet, It has a function which carries out the exchange of the data creation and the editing 
device and data of PC1 10 of data recording / playback equipment exterior, a workstation, etc., or 
a command using radio, such as telecommunication cables, such as a serial cable, or infrared 

rays. 

^0255_ x he operating memories 103 are data sent by the communications department 102 etc. 
and a memory for buffering gradual data in the middle of various processing, and loading a 

program. 
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[0256]The memory part 104 for key data storing is a memory for storing encryption keys, such 
as confidential information, for example, DES etc. 

[0257]The control section 105 is a portion which controls the whole processing of data storage / 
playback equipment 101, and writing control of the defective cluster information mentioned later 
will be performed by this control section 105. 

[0258]The decoding section 106 reads the information for decrypting data from the memory part 
1 04 for key data storing, and decrypts data, 

[0259]Similarly, the encryption section 107 reads the information for enciphering data from the 
memory part 104 for key data storing, and enciphers data. 

[0260]The portability type storage actuator 1 08 performs read-out/writing of the data of the 
field on the portability type storage 100 with which data storage / the playback equipment 101 
concerned are loaded (elimination is included) according to the processing demand from the 
control section 105. 

[0261]In the medium judgment part 109 which is not illustrated, it is judged whether the storage 
with which data storage / the playback equipment 101 concerned are loaded is the portability 
type storage 100 currently recorded by the technique by this invention, or it is the other storage. 

[0262]The cluster selecting part 301 is logically chosen from the portability type recording 
medium 100 as a cluster of an accessible unit field in accordance with a predetermined rule. 
[0263]The random number generation part 302 generates the random number for generating the 
random data using the parameter which is optional as random data used for the writing control of 
the defective cluster information mentioned later. 

[0264]Namely, the data recording/playback equipment by this 2nd example, In the data 
recording/playback equipment by a 1st embodiment that was mentioned above, In the processing 
which records data on the portability type recording medium 100, choose two or more accessible 
unit fields from said portability type recording medium 100 at random logically by the cluster 
selecting part 301 and the random number generation part 302, and. It is characterized by 
registering with said data for system managements by making an accessible unit field into a 
defect region logically on said portability type recording medium 100 by the control section 105. 
[0265]And in this 2nd example, it is characterized by making a false defect cluster at random on 
the portability type recording medium 100 at the time of initialization. 

[0266]With a false defect cluster here, the cluster of a user area is not actually destroyed but 
the information that the cluster corresponding to a FAT entry has broken is only recorded (since 
the data for system managements is enciphered, nobody understands this information). 
[0267]As for the data written in a recording medium, the false defect sector has entered some 
places of true data. 

[0268]For example, when 10% of all the clusters are false defect sectors, on condition of the 
precedent, 38 false defect clusters (false data) will be contained in the cluster of an individual 
(375+38). 

[0269]Therefore, in order to read data, it is necessary to discover the field where data is 
recorded and to remove the portion of a false defect cluster further after that from the 62500 
whole cluster. 

[0270]They are temporarily dumped by all the recording-medium fields of the back before writing 
in data, and by [ said / two / which carry out a data comparison ] having been dumped, Even if 
the field where data is recorded is revealed, it is possible to protect a data content toughly by 
using together with the technique by the 6th thru/or the 1 1th example mentioned later. 
[0271]Since the data itself currently recorded on each cluster does not express a direct image 
in the case of compressed images, such as JPEG, the thing in particular used together with the 
technique by the 6th thru/or the 11th example is unnecessary, and it is possible to protect a 
data content toughly only by the technique by this 2nd example. 

[0272]In the technique by this 2nd example, futility will produce only the part of a false defect 
cluster in a disk area. 

0 1 i_ However, since it is recorded in a FAT entry as defective cluster information was shown in 
dra - : ': i o/ the usual method in the case of this 2nd example, it is not necessary to record 



hup: www4.ipdl.inpit.go.jp/cgi-bin/tran_web_cgi_ejje?atw_u=http%3A%2F%2Fww... 2008/09/02 



JP,2()0()-228()60,A [DETAILED DESCRIPTION] 



Page 17 of 24 



defective cluster information (position) on a place except FAT separately specially. 
[0274]And in the technique by this 2nd example, since it is the same as the usual file stem, 
mounting is fundamentally easy, and since the cluster which writes in data has continuity, there 
is an advantage that the drawing speed of data is quick. 

[0275](a) of drawing 19 and (b) make the initialization status of the FAT link in usual, and the 
initialization status of a FAT link based on the technique by this 2nd example contrast, and are 
shown. 

[0276]That is, as shown in (a) of drawing 19, there is no change in any way with the case usual in 
the initialization status of the FAT link in usual. 

[0277]On the other hand, as shown in (b) of drawing 19, in the technique by this 2nd example, 
the code which shows at the place of FAT entry (ID) =12 and 17 that it is a becoming false 
defect cluster region FFF7H is attached. 

[0278]The 3rd example of a 2nd embodiment of the data recording/playback equipment by this 
invention is explained using the (3rd example) next drawing 20 thru/or drawing 22. 
[0279]Drawing 20 is a block diagram showing the composition of the data recording/playback 
equipment by the 3rd example in a 2nd embodiment 

[0280]Namely, this data storage / playback equipment 101, PC1 10 of the exterior, and the 
communications department 102 which performs communication, The operating memory part 103 
connected to this communications department 102 via the internal bus, respectively, the memory 
part 104 for key data memory, the control section 105, the decoding section 106, the encryption 
section 107, the portability type storage actuator 108, the medium judgment part 109 (not 
illustrating refer to a 1st embodiment), It comprises the cluster collating part 401 and the 
random number generation part 402. 

[0281]The communications department 102 SCSI (SmallComputer Systemlnterface) and 
Ethernet, It has a function which carries out the exchange of the data creation and the editing 
device and data of PC1 10 of data recording / playback equipment exterior, a workstation, etc., or 
a command using radio, such as telecommunication cables, such as a serial cable, or infrared 
rays. 

[0282]The operating memories 103 are data sent by the communications department 102 etc. 
and a memory for buffering gradual data in the middle of various processing, and loading a 
program. 

[0283]The memory part 104 for key data storing is a memory for storing encryption keys, such 
as confidential information, for example, DES etc. 

[0284]The control section 105 is a portion which controls the whole processing of data storage / 
playback equipment 101. 

[0285]The decoding section 106 reads the information for decrypting data from the memory part 
104 for key data storing, and decrypts data. 

[0286]Similarly, the encryption section 107 reads the information for enciphering data from the 
memory part 104 for key data storing, and enciphers data. 

[0287]The portability type storage actuator 108 performs read-out/writing of the data of the 
field on the portability type storage 100 with which data storage / the playback equipment 101 
concerned are loaded (elimination is included) according to the processing demand from the 
control section 105. 

[0288]In the medium judgment part 109 which is not illustrated, it is judged whether the storage 
with which data storage / the playback equipment 101 concerned are loaded is the portability 
type storage 100 currently recorded by the technique by this invention, or it is the other storage. 

L0289]It is compared whether the random data generated using the parameter read from the 
system management area and the data of the cluster collating part 401 currently recorded on 
the cluster of a free space of said portability type recording medium are the same as that of the 
time of initialization so that it may mention later. 

[0290]The random number generation part 402 generates the random number for generating the 
random data using the parameter which has optionality in the whole user area mentioned later as 
random data used for the writing control of said random data. 
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[0291]Namely, the data recording/playback equipment by this 3rd example, In the data 
recording/ playback equipment by a 1st embodiment that was mentioned above, in the processing 
which records data on the portability type recording medium 100, since said portability type 
recording medium is initialized, Generate random data using the parameter which is optional by 
the random number generation part 402, and write said random data in the whole user area 
according to the processing demand from the control section 105, and. The random data 
generated using the parameter which read said parameter beforehand recorded on said system 
management area, and was read from said system management area by the cluster collating part 
401, When comparing whether the data currently recorded on the cluster of a free space of said 
portability type recording medium is the same as the time of initialization and deleting data from 
said portability type recording medium according to the processing demand from the control 
section 105, It is characterized by writing pseudo-random data in the intact field of said 
portability type recording medium. 

[0292]And the technique by this 3rd example is compensated with the technique by the 1st and 
2nd examples mentioned above. 

[0293]That is, when recording data on the disks as a portability type recording medium (for 
example, MO etc.), the disk with which data is not recorded can usually consider the case where 
the whole disk area is initialized by 0 (OFF). 

[0294]In such a case, there is a threat that the field where data is recorded, and the field which 
is not carried out will be able to be immediately understood by dumping an entire disk, only by 
the technique by the 1st and 2nd examples mentioned above. 

[0295]So, in the technique by this 3rd example, it is the technique of reducing the above- 
mentioned threat by initializing an entire disk with a random value beforehand. 
[0296]After this technique records data, it is effective to the attack which **** a data content. 
[0297]However, in the technique by this 3rd example, although there is no effect in the attack of 
taking the difference a data recording front and after record in any way, a measure to this attack 
can be coped with by the technique by the 4th example described below. 
[0298]It has the knowledge about a file system, and there is a possibility that the user area of 
the initialized above-mentioned disk may be uniformly initialized by the malicious user 0 etc. 
using the means of a low with other data recorders. 

[0299jSo, in the technique by this 3rd example, it has a function which can confirm whether 
write the specific data (pseudo-random data) depending on a place in an intact field, and data is 
unjustly written in the user area. 

[0300]For this reason, specifically in the technique by the 3rd example, a pseudo-random 
number product sequence and its kind (what calls it a parameter, and is enciphered and recorded 
on a SHISUAMU management domain here) are used. 

[0301]That is, it is because it can be confirmed what kind of random number sequence was 
recorded on which cluster, or whether data is unjustly written in the user area as mentioned 
above since it understands if the kind of random number generation is known. 
[0302]In eliminating a data file, it usually only makes a FAT link part corresponding from a FAT 
entry intact (OH), but if it does in this way, the above-mentioned technique is not employable. 
[0303]Then, in the technique by this 3rd example, when it eliminates, it is made to make into the 
same value as the time of initialization the value of the cluster which that file was using using 
the kind of the above-mentioned random number. 

[0304]Drawing 21 is a key map for explaining the technique by this 3rd example. 
L0305]Draw-ig 22 is a flow chart for explaining the technique by this 3rd example. 
[0306]That is, ID of a FAT entry is set to n, when setting to x said parameter beforehand 
recorded on the system management area, such n and x are inputted into a random data 
generating device, and the random data for one cluster is generated (Step St 1 . S12, S13). 
i_0307]And initialize a user area extensively with a random value by recording the random data 
for this one cluster on the n-th cluster in the user area of a portability type recording medium, 
and. It ends, after enciphering the data for system managements and recording on the system 
management area of a portability type recording medium (Step S14, S15, S16, S17). 
[0308]The 4th example of a 2nd embodiment of the data recording/playback equipment by this 
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invention is explained using the (4th example), next drawing 23. 

23 is a flow chart for explaining the function of the data recording playback 
equipment by the 4th example in a 2nd embodiment 

[03 10] About the composition of the data recording/playback equipment by this 4th example, 
since it is the same as the composition of the data recording/playback equipment by the 3rd 
example mentioned above, that explanation shall be omitted. 

[031 IjNamely, the data recording/playback equipment by this 4th example, In the data 
recording/playback equipment by a 1st embodiment that was mentioned above, In the processing 
which records data on the portability type recording medium 100, random data is generated using 
the parameter which is optional by the random number generation part 402, It is characterized by 
writing said random data in the intact field which made multiple selection from the user area 
according to the processing demand from the control section 105. 

[03 12] And this 4th example is a technique of recording dummy data simultaneously (Steps S53- 

S57), when recording data on a disk (Step S51, S52), as shown in drawing 23. 

[0313]That is, about simultaneous record of dummy data, when setting ID of a FAT entry to n, 

this n is inputted into a random data generating device, and random data is generated (Step S53, 

S54). 

[03 14] And an intact cluster region is chosen at random and it is random data to this selected 
cluster region N<=n (however, N) It ends, after making it record until it becomes the number of 
cluster regions which writes in random data, and enciphering the data for system managements 
and recording on the system management area of a portability type recording medium (Step S55 
S56, S57, S58, S59). 

[031 5]In the technique by this 4th example, since it is enciphered as system management data 
showed a 1st embodiment, about dummy data being recorded together with true data, it cannot 
distinguish from a user. 

[0316]Since dummy data uses a free space (a false defect cluster is included) with intact status 
portability type recording-medium fields, such as a disk, are not made useless at all (since it 
does not record on FAT at all, it does not become a file). 

[0317]The 5th example of a 2nd embodiment of the data recording/playback equipment by this 

invention is explained using the (5th example) next drawing 24, and drawing 25. 

[0318]Drawing 24 is the figure showing FAT entry composition, in order to explain the function of 

the data recording/playback equipment by the 5th example in a 2nd embodiment. 

[0319]This FAT entry (ID) composition has start cluster ID, the last cluster ID, the number of a 

defective cluster, ID of the defective cluster 1, ID of the defective cluster 2, etc., as shown in 

drawing 24. 

[0320](a) of drawing 25 and (b) are figures which are made to contrast the FAT filesystem at the 
time of applying to the 1st example correspondingly, and the file system based on the technique 
by this 5th example, and are shown. 

[032l]That is, as shown in (a) of drawing 25, at the FAT filesystem at the time of applying to the 
1st example correspondingly, there is almost no change with the case of the 1st example. 
[0322]On the other hand, as shown in (b) of drawing 25, in the technique by this 2nd example. In 
FAT entry (ID) =K-1, K, K+1, K+2, K+3, K+4, and K+5, as a start cluster (ID), access is started 
from K (14) and a FAT entry (ID) shifts to K+1 (15), K+2 (1), and K+3 (17). 
[0323jAbout the composition of the data recording/playback equipment by this 5th example, 
since it is the same as the composition of the data recording/playback equipment by the 2nd 
example mentioned above, that explanation shall be omitted. 

[0324]NameIy, the data recording/playback equipment by this 5th example, In the data 
recording/playback equipment by a 1st embodiment that was mentioned above, In the processing 
which records data on the portability type recording medium 100, the field which records data on 
said system management area logically ID of an accessible head and unit field at the tail end. 
Record the information on the defect region in the continuation field which records said data on 
the table for file management, and. When [ which receives the data on said portability type 
recording medium ] reading and accessing writing etc., it is characterized by asking for the 
physical address on the portability type recording medium of data from said table for file 
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management 

0 /'/And the technique by this 5th example is based on the viewpoint as shown below. 
[0326]For example, a cluster number the size of the data is 6 M bytes, and required in the 
system of FAT16 if it is 2 million-pixel non compression data in the case of the data recorder of 
a digital camera, Becoming 367 pieces also considering a cluster size as 16 K bytes, 367x 2= 734 
bytes of management data required to manage one graphics file is needed. 
[0327]By the way, in a digital camera, processing which is usually later added to data is not 
performed, and one data is recorded succeeding the cluster which usually continues. 
[0328]Therefore, it is possible to access data, if the information is recorded when it is not 
necessary to link all the FAT like [ in the case of the usual FAT system ] and there is a 
defective cluster in the middle of start ID (address) of a cluster, and the last ID. 
[0329]In disks, such as the latest MO, since a defective cluster usually hardly exists, in the case 
of the above-mentioned example, a field required to manage a data file by the above-mentioned 
technique drops to 1 /hundreds of FAT16 system. 

[0330]Considering enciphering a system management area, by this system, it is thought that 
reduction of the data volume of a system management area is a means very effective in 
shortening of processing time. 

[0331]Since it is conditions to use a continuous cluster, the technique by this 5th example is 
inapplicable to the technique by the 1st, 3rd, and 4th examples mentioned above. 
[0332]The 6th thru/or the 1 1th example of a 2nd embodiment of (the 6th thru/or the 1 1th 
example) next drawing 26 thru/or data recording/playback equipment reach and according to 
this invention using drawing 32 is explained. 

[0333]Each of this the 6th thru/or 1 1th example is subordinately applied to the technique by the 
5th example mentioned above. 

[0334]Namely, the technique by the 5th example that mentioned above this the 6th thru/or 1 1th 
example, it is the technique of being different in a file in the data which uses that data volume of 
a file system required to manage a data file can be lessened, and is written in the data of a file 
system it enables it to come out of, shuffle or encipher. 

[0335]Drawing 26 is the figure showing FAT entry composition, in order to explain the function of 
the data recording/playback equipment by the 6th thru/or the 1 1th example in a 2nd 
embodiment in common. 

[0336]This FAT entry (ID) composition has the number of start cluster ID, the last cluster ID, 
processing information, and a defective cluster, ID of the defective cluster 1 , ID of the defective 
cluster 2, etc., as shown in drawing 26. 

[0337]Drawing 27 is a flow chart for explaining the function of the data recording/playback 
equipment by the 6th thru/or the 1 1th example in a 2nd embodiment in common. 
[0338]First, as shown in drawing 27, if data is inputted, this process flow will create data 
processing information, and will record it into FAT (Step S71, S72). 

[0339]Next, input data is processed according to data processing information, and data is 
recorded on a portability type storage (Step S73, S74). 

[0340]Next, it ends, after updating the information on FAT and a directory entry, and enciphering 
the data for system managements and recording data on a portability type storage (Step S75 
S76, S77). 

[0341 ]And the data recording/playback equipment by the 6th example, When performing 
processing which writes data in the user area of said portability type storage in the data 
recording/playback equipment by the 5th example that was mentioned above, perform 
predetermined processing to some of whole data or data, and. It is characterized by recording 
the information relevant to the address on the data of the field which performed said processing, 
or an address, and a parameter required for said processing on the data for system 
managements. 

[0342]Drawing 28 is a block diagram showing the composition of the data recording/playback 
equipment by the 7th example in a 2nd embodiment. 

[0343]Namely, this data storage / playback equipment 101, PC1 10 of the exterior, and the 
communications department 102 which performs communication, The operating memory par * 03 
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connected to this communications department 102 via the internal bus, respectively, the memory 
part 104 for key data memory, the control section 105, the decoding section 106, the encryption 
section 107, the portability type storage actuator 108, the medium judgment part 109 (not 
illustrating refer to a 1st embodiment), It comprises the shuffle processing part 501. 
[0344]The communications department 102 SCSI (Small Computer Systemlnterface) and 
Ethernet, It has a function which carries out the exchange of the data creation and the editing 
device and data of PC110 of data recording / playback equipment exterior, a workstation, etc, or 
a command using radio, such as telecommunication cables, such as a serial cable, or infrared 
rays. 

[0345]The operating memories 103 are data sent by the communications department 102 etc. 
and a memory for buffering gradual data in the middle of various processing, and loading a 
program. 

[0346]The memory part 104 for key data storing is a memory for storing encryption keys, such 
as confidential information, for example, DES etc. 

[0347]The control section 105 is a portion which controls the whole processing of data storage / 
playback equipment 101. 

[0348]The decoding section 106 reads the information for decrypting data from the memory part 
1 04 for key data storing, and decrypts data. 

[0349]Similarly, the encryption section 107 reads the information for enciphering data from the 
memory part 104 for key data storing, and enciphers data. 

[0350]The portability type storage actuator 108 performs read-out/writing of the data of the 
field on the portability type storage 100 with which data storage / the playback equipment 101 
concerned are loaded (elimination is included) according to the processing demand from the 
control section 105. 

[0351 ]In the medium judgment part 109 which is not illustrated, it is judged whether the storage 
with which data storage / the playback equipment 101 concerned are loaded is the portability 
type storage 100 currently recorded by the technique by this invention, or it is the other storage. 

[0352]In the data recording/playback equipment by the 6th example that was mentioned above, 
the shuffle processing part 501 performs shuffle processing within a block as said predetermined 
processing. 

[0353]And in the data recording/playback equipment by the 6th example that was mentioned 
above, the data recording/playback equipment by this 7th example are characterized by carrying 
out as said predetermined processing. 

[0354]Drawing 29 is a figure shown in order to explain the function of the data 
recording/playback equipment by the 7th example in a 2nd embodiment. 

[0355]Namely, in the technique by this 7th example. In the field in which the data of file file/text 
of the user area on the portability type storage 100 is recorded. He performs shuffle processing 
by a cluster unit, and is trying to record the information on shuffle processing, including 
parameter etc., for the processing information on the system management area on the portability 
type storage 1 00. 

[0356]Drawing 30 is a figure sh own in order to explain the function of the data 
recording/playback equipment by the 8th example in a 2nd embodiment. 

_0357jNamely, although shuffle processing is performed like the technique by the 7th example 
mentioned above in the technique by this 8th example, In the field in which the data of file 
file.text of the user area on the portability type storage 100 is recorded in that case. He 
performs shuffle processing by a block unit within a cluster, and is trying to record the 
information on shuffle processing, including parameter etc., for the processing information on the 
system management area on the portability type storage 100. 

[0358jAnd in the data recording/playback equipment by the 6th example that was mentioned 
above, the data recording/playback equipment by this 8th example are characterized by 
performing shuffle processing by a block unit as said predetermined processing. 
[0359]Drawing 31 is a figure shown in order to explain the function of the data 
recording/playback equipment by the 9th example in a 2nd embodiment. 
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[0360]Namely. although shuffle processing is performed like the technique by the 7th example 
mentioned above in the technique by this 9th example, In the field in which the data of file 
file.text of the user area on the portability type storage 100 is recorded in that case. He 
performs shuffle processing to the whole data, and is trying to record the information on shuffle 
processing, including parameter etc., for the processing information on the system management 
area on the portability type storage 100, 

[0361 ]And in the data recording/playback equipment by the 6th example that was mentioned 
above, the data recording/playback equipment by this 9th example are characterized by 
performing shuffle processing to the whole data as said predetermined processing. 
[0362]Drawing 32 is a figure shown in order to explain the function of the data 
recording/playback equipment by the 10th example in a 2nd embodiment. 

[0363]Namely, in the technique by this 10th example. In the field which does not perform shuffle 
processing like the technique by the 7th example mentioned above but in which the data of file 
file.text of the user area on the portability type storage 100 is recorded. He performs encryption 
processing to the whole data, and is trying to record the processing information on the system 
management area on the portability type storage 100 as information about an algorithm, including 
information on an encryption key, etc. 

[0364]And in the data recording/playback equipment by the 6th example that was mentioned 
above, the data recording/playback equipment by this 10th example are characterized by 
performing encryption processing to the whole data as said predetermined processing. 
[0365]And the data recording/playback equipment by the 1 1th example, In the data 
recording/playback equipment by the 7th thru/or the 10th example which was mentioned above, 
As said predetermined processing, it is characterized by combining shuffle processing, the 
shuffle processing to the whole data, and at least two processings or more in the encryption 
processing to the whole data at the shuffle processing within said block, and a block unit. 
[0366]The 12th example of a 2nd embodiment of the data recording/playback equipment by this 
invention is explained using the (12th example) next drawing 33 thru/or drawing 38. 
[0367]Drawing 33 is a block diagram showing the composition of the data recording/playback 
equipment by the 12th example in a 2nd embodiment. 

[0368]Namely, this data storage / playback equipment 101, PC1 10 of the exterior, and the 
communications department 102 which performs communication, The operating memory part 103 
connected to this communications department 102 via the internal bus, respectively, the memory 
part 104 for key data memory, the control section 105, the decoding section 106, the encryption 
section 107, the portability type storage actuator 108, the medium judgment part 109 (not 
illustrating refer to a 1st embodiment), It comprises the hash operation part 601. 
[0369]The communications department 102 SCSI (Small Computer Systemlnterface) and 
Ethernet, It has a function which carries out the exchange of the data creation and the editing 
device and data of PG110 of data recording / playback equipment exterior, a workstation, etc., or 
a command using radio, such as telecommunication cables, such as a serial cable, or infrared 
rays. 

[0370]The operating memories 103 are data sent by the communications department 102 etc. 
and a memory for buffering gradual data in the middle of various processing, and loading a 
program. 

[0371]The memory part 104 for key data storing is a memory for storing encryption keys, such 
as confidential information, for example, DES etc. 

'312 The control section 105 is a portion which controls the whole processing of data storage 
playback equipment 101. 

[0373]The decoding section 106 reads the information for decrypting data from the memory part 
1 04 for key data storing, and decrypts data. 

[0374]Similarly, the encryption section 107 reads the information for enciphering data from the 
memory part 104 for key data storing, and enciphers data. 

_0375.,The portability type storage actuator 108 performs read-out/writing of the data of the 
field or. the portability type storage 100 with which data storage / the playback equipment 101 
concerned are loaded (elimination is included) according to the processing demand from the 
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control section 105. 

[0376]In the medium judgment part 109 which is not illustrated, it is judged whether the storage 
with which data storage / the playback equipment 101 concerned are loaded is the portability 
type storage 100 currently recorded by the technique by this invention, or it is the other storage. 

[0377]The hash operation part 601 calculates a hash value using a hash function from data. 
[0378]Namely, the data recording/playback equipment by this 12th example, In the data 
recording/playback equipment by a 1st embodiment that was mentioned above, Record the code 
produced by performing predetermined code extracting processing to data in the processing 
which records data on said portability type recording medium 100 on a system management area, 
and. When reading data from said portability type recording medium 100, it is characterized by 
comparing the code produced by performing said predetermined code extracting processing with 
said code currently recorded on said system management area. 

[0379]And the data recording/playback equipment by the 1st thru/or the 1 1th example 
mentioned above are possible also for using together with them suitably, although the data 
recording/playback equipment by this 12th example are independently. 

[0380]Usually, the method of the electronic title used for alteration detection by communication 
etc. is as follows. 

[0381]Creation of an electronic signature: Take out a hash value (generally in an electronic 
signature, called a message digest) from data using a hash function, encipher it with a secret 
key, and save as an electronic signature. 

using a hash function from the data verified : verified — a hash value — taking out (H1) — an 
electronic signature is decrypted by a public key, digest data are taken out (H2), and H1 and H2 
are compared. 

[0382] However, in the case of the data recording/playback equipment by this 12th example, the 
alteration of data is detectable by an easy technique rather than based on the method of such 
an electronic title. 

[0383]That is, a hash value is calculated using a hash function from data, and he matches it with 
a data file and is trying to record it on a system management area in the technique by this 12th 
example. 

[0384]It is because a data management area is enciphered, so the user cannot change the hash 
value of a system management area. 

[0385]Therefore, in the technique by this 12th example, even if a user rewrites data, since it is 
contradictory to the hash value of the data currently recorded on the system management area, 
an alteration is detectable. 

[0386]Drawing 34 is the figure showing the entry composition in FAT16 of the file system by the 
technique by this 12th example that used the above-mentioned alteration detecting method. 
[0387]In this example, it comes to be below the FAT link of one data. 

[0388]First, access is started for a FAT entry (ID) from 14 as a start cluster (ID), A FAT entry 

(ID) shifts to 15 in FH=15, a FAT entry (ID) shifts to 16 in 10H=16. a FAT entry (ID) shifts to 17 

in 1 1 H=1 7, and a FAT entry (ID) shifts to 1 8 in 1 2H=1 8. 

[0389]In FFFFH of 18, a FAT entry (ID) is a cluster of the last of a file. 

[0390]And the hash value is recorded on the place whose FAT entries (ID) are 19 and 20. 

[0391]Drawing 35 is the figure showing the entry composition in the case of the file system 

applied to the technique by the 6th example that mentioned above the technique by this 12th 

example that used the above-mentioned alteration detecting method. 

[0392]This FAT entry (ID) composition has the number of start cluster ID. the last cluster ID, a 
hash value, and a defective cluster, ID of the defective cluster 1, ID of the defective cluster 2, 
etc., as shown in drawing 35. 

J)393_ Drawing 36 is a key map on portability type recording media, such as a disk explaining the 
technique by this 1 2th example that used the above-mentioned alteration detection ****. 
[0394]Namely, in the technique by this 12th example. A hash value is calculated using a hash 
\. .-on from data, and he matches the hash value with a data file, and is trying to record it on a 
system management area in the field in which the data of file file.text of the user area on the 
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portability type storage 100 is recorded, 

)3 ' ^Drawing 37 is a flow chart at the time of the data writing by this 12th example. 
[0396]First, as shown in drawing 37, if data is inputted, this process flow will calculate a hash 
value using a hash function from data, and will record that hash value into FAT (Step S101, 
S102). 

[0397]Next, data is recorded on a portability type storage (Step S103). 

[0398]Next, it ends, after updating the information on FAT and a directory entry, and enciphering 
the data for system managements and recording data on a portability type storage (Step S104, 
S105, S106). 

[0399]drawing 38 is based on this 12th example — data ****** is carried out and it is a flow 
chart at the time. 

[0400]As shown in drawing 38, this process flow will read and decrypt the data for system 
managements first, if a file name is inputted (Step S31, S32). 

[0401]Next, the information on FAT and a directory entry is acquired, and data is read from a 
portability type storage (Step S33, S34). 

[0402]Next, a hash value is calculated using a hash function from data, and it compares with the 
hash value currently recorded into the data for system managements (Step S35). 
[0403]Next, it judges whether the hash value is in agreement, and it ends, after notifying the 
thing which are done as it is and for which data is altered if the hash value is not in agreement 
although it ends, if the hash value is in agreement (Step S36, S37, S38). 
[0404] 

[Effect of the Invention]Therefore, as explained above, when it stores the mass data of a picture 
etc. in a portability type storage according to this invention, The data recording/playback 
equipment which can prevent the alteration which secured the privacy of a data content and 
bona fides, and includes unjust elimination and destruction of data, and can realize high-speed 
processing can be provided. 



[Translation done.] 
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0 3±©S/Xr2*lfS!ffl©T-2iMfff"?> Uf77 
S 6 5) o 

[0 15 0] fmm** 1 ) 1 0 3±©>'XrA 

iwof-?«yftSi Q7%)w^x%mtb (x 

r>y7S 6 6) , BURSEttKftSllSS 1 0 8*ffl^T 
±iasf §ffc Lfc ■> Xr AtafflOr- * %nj«fflffiii« 
ft 1 0 0Oi/XrAta«{C-»*E^ (XT7 7S 6 
7) . JS7-T5 (Xf-y7'S6 8) o 
[0 15 1] 1-443*, ^XrAgafflWr-^i, » 

m^itLx^mmmfc i o oo^x-fAt a« 

[0 l 5 2] HI 0© (a) fi, 3S l ©!M»{STHHt 
*:I«ft l 0 0^»&T7**XLTr-***t& 

[0 l 5 3] wI«SIE«ftl 0 0^7J&T77-fcXL 
TT-^fc^t&trfctKfi, *Wfl5©PC l l OHfrB 
-■■:M*lnMftl 0 0±®T-*»f&#g* (Xr 
-y7S8 0) JCJSUT, £f\ 7»*X!W&TT?&S 
frSfr^lilS (Xr7 7S 8 1) tS 0 

[0 1 5 4] ZIX, 7^-bX^l9]i6Tfe5ttfC(i, 

TK^tiT^S ^ Xf A1 7 - f * ■ K\ u u 
5(»ft«ag 1 0 8%ffl^Tf^lffly!tU 1 0 3NR*tfl 
1" (Xf77S 8 2) o 
[0 l 5 5] a^fb*tlf-^X^A 
-^^rffll^T, ttSSOPC l 0 0*'6titffX-5/cr-^ 
*BJjfiSIB1ijgft l 0 0-\*t}At; (XT77S8 3, 
S 8 4) o 

[o i se] zvtz. >hmj,emmi o o±©r- 
$mf$.mmtix^znx\ m. m%*zv \ 

0 3±©->XrASaffl©r-^feMfftT (Xr>y7 
S8 5) , mt% (X7-/7S8 6) . 
[0 15 7] L*^iC Xr-y7S 8 1 ICtS^X, 7*7 
■feXtfffli&TT-tifct^tfctt, ±3B©Xr-v7S8 
2, S 8 3©Ma^X;L— LT, Wt?f 5>tlT^S v'X 
rASa.ffl©r-?©1*^lfl^T, ^WOPC 1 0 0 

^ • - _ • . 'v i;^ 

Cf 'X-f-/7 : S 8 4) 0 
[0 15 8] iO>c, ■ 3±©r- 

$<ommmiiitix^%ox\ imm/^v 1 

S 8 5) , H7f 5 (Xr-y 7*S 8 6) 0 
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[0 16 0] t%b%. I 1 0 0©i*ffig 



wcies cxf '/-/s 9 2) ir-jk. nmt$tim& 1 

OOfcfllWS Uf7^S9 3) 0 
fc£Sr-*fE»/mg« 1 0 1 frbSMtS i ffc 10 

1 0 OsJyyZTLWMmmicEBtzmv&Zo 
[0 16 2] W±OittWT{±, i/XrASSfEB 

FAT, FA TCOlf-, Mffr-hTjl't h'J<DX 
y F- U x- 7;]/«*£BpMt-f 5 &r>lzLX&£\<\ 
[0 16 3] Sfc, CCS-e©KWTttr-^iSKSl 
©ftgfl^Hi: LT P C£WcI!fflL/c#, ^g&OSBt 

urn ctitit^n^\ 

[ 0 1 6 4 ] $Jxi£, PC ©ftfr <3 C7- ^Xr-'/a 20 
y, PDA^©tl«*«T*oTti^L, fcSl^ 
iiX * + t-^tv' X /U * * y , tv X ;l> M t*%*7 

[0 1 6 5] /Jfc, O^lil^yK^);;';;.^)^^-^^, 

[0166] 02 i-/!;tJ; 5 tc , EK$ Biff gl 1 3 0 t 
LTt±, «ll 2 0, Mftffil 2 1, A/D-mtH 

2 2, 12 3, 7+-?7 h«fl 12 4, 
a— «JWy* 7X^X951 2 5frb*M2nSttfc 

ic T-^Es/s^gBi o i t Lxmmmh 30 
*ft#i**y»i 03, mr-m'mwmi 0 

, IfK,' .' i 0 5 , WHt® 106, mtt® 107, 
,M . i'^.'^m^i 10s, 1 0 g^btt 

[0167] PIi 2 0(i, b>X, »ffiSli$&£ 

A/DSafc» 1 2 2Tii, MfMftf I A/ 
D m L T fy^ Mt L fcr- X ^ * U » 1 0 

■S^mtSo 40 
[0 16 9] Hft&SSPl 2 3Ttt, tusofm^^t 
U 1 0 3iC$$2ftfcTvX;lT-Xfrb, B#£3Lfi£ 
t-5/cA60&*fM. (#J?Ltf, *74 f-/Nv>X€s|f 
S, #>-?g« % x M. _ 'si ftm 
[ ~ ] - -v -J, ± . 

J P E G»0ffiHWeSfcS«*33#T*& 

[0 17 1] gfc, a— +f— 1'>?7xYXSl 2 5 
!±, y*-, *|77f> . - ; 

^ffl©# £ > & if ©a-fW > £ 7 x X b & So 50 
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[0 17 2] 7 7>0KQi 
^7x^X^1 2 5^;f>LTA^Sn^ 0 

[o 1 7 3] ■< 2 v .-.x?&®f£. 

T*t, &5 2« , ^ - r ;;Fft0T-^fHS/S 

.r :-:x;; 

[0 17 4] sfc, SlO'Jili^fSOtti&K, Half 1 

o 2*iLT*i-i5op c i i oWftf-^m^m*)^ 
hx^mm\ 02-:.; - - 

Oflff- X £^ 0 1 0 -T 3 C i: fc«*3St> o fc /StT* 

[o 1 7 5] Lfttfot, m2(0£?%mmas^x 
t, 1 1 o^»so«si%«^5 c tmmxh^o 
[oi7 6] iMQzszmffic&ox. mm^drs 
■mmT-zz. T-$m^M> i, - >•/ c 

[0177] ^LT, mLk^otiW, 1 ©HffiO^l 

[0178] ( i ) mv^mmc f- z *mm 
itzhomt, m&mtmm^x, mmwm 

mo-} v X r A'SSffl r- * , fe L < li v- X r A tSffl 

( > .'/I* 

m\\T- 1 m&a t , mmitmm^xi/itm 
fc v x x a tsffl t — ^ <D-^mmtt %mt, n- 

[0 17 9] (2) sMEt-£ teg/If SlIWi, T 
S^fToTl^ i: tt, SfHWicMtf LTMfaai^-ftcD 

[0 18 0] (^2 05l«W tC6X\ mLfcZ 
m#±n t- $ * ^ > 7 L X , S&feW ti I'l'-irii 

[0 18 1] ri?^;UApi5TllBLfeB«k*ft 

( "WORD" , "excel", "text", "j 
peg" "tiff", "mpeg"'S®7+-V7F 
Odt) taS-pTfcD (J PEG, TIFF, F 1 a 
s h P i xW) , £biCr-£+MXioC C DOill 

- ' , - s ' * 

5 v 5lCPjLXm^t^oli£ft&%o 

[0 18 2] kt, <:<ol2oilSl}B«T*«> ^nx 



(12) 

21 

!* ■ Mmmzct/k 
[oi^lu-, _ : . : 

[0 18 4] 

( 1 ) IMMfcTf ■fexaHB4J|Mft1W(l«i'5^* 

(2) ^lW}C7^X^&H^i^=-fe:72 

( 3 ) F A T : F i I e Allocati 
on Ta b 1 e«B§H7feD, MS-DO S077^ 
/^>Xfi»«T*8. WTOiWjO^m FAT47 

r -Y ;l/ -> x r L A\ffi i ^ fir- TVV O^ffco «icl 10 
l^TO^A^ "FAT" £^5<mifi&<iT*MS-DO 
S^W i n dows*ffl^&ftTVV577-01/$'X'?2» 
T*ffl^T^5£ar-7Vl'0£»T&*. 

(4) 7— K : ;j iV'VtiV. ^ 

»TS C t t»t Lfc^X* («3«S#i*)T*<D5g 

ft) 0 

( 5 ) mm y ?l ■. mimmmm^mtt 
[oi8 5] mzmmmmmc^xmm 20 

[0 18 6] il©^2 0^»l|-C(±, i-'XTLtllfi 

<5WTWT<0 5O« ft&W«ftTl»* 
[0 18 7] (1) f-?icW5^7X?0|lte 

[0 l 8 8] (2) MW^7X^^i], r~*0 

[0 l 8 9] ±IS (l) , (2) tfWLTWT 
O-T-XtffcSo 30 
[0 l 9 0] a) T-*ttJJHfcl$£. a— !f-W«*» 

fivy^f- * •etflJUHfrf 5. 
[0 l 9 l] b) f-^»Oi:fiis ^OlW^fcO 

[0 1 9 2] cna, kmufrommm t 

[0 l 9 3] (3) r-***&#B&fcMOr.<X£3 

£&Of- $ fc MIB'f iC I 40 
[0 l 9 4] £}5, CO (3) ttKOV^Ttt, xsB 

(IK (2) fcttffinrtre**. 

[o 1 9 5] (4) T-?icmz&£m\,\ T-? 
m 4 xmm-fev&zc t zm u fat o>m 

lift (F A TBI^fkOSIgi^SM) £HSt"t&„ 

[0 l 9 6] 443, CO (4) fClWLWFO^-X 

[ 0 I 9 7] a) r-?£»^fC^+»y7;H"54HO 
[0 I 9 8] b) m.<Orty*-ZZi/*TLM-mm 50 
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[0 19 9] (5) r-^ia^K. r-#0/vy->a. 
ft" (0 R Error Correcting Cod 
e/ Error Detecting Code) %M 

to, vXTAsa®itscEirr§o 

[0 2 0 0] Hi Hi, W±0 i a &«'gSC>»E-3 < 3 s , 2 

3 . , ; M : s s 

FAT 1 6 77^^^ A07T^/Mra#atK 

[0 2 0 1 ] -r**3%, HI lit. 774)1% f i 1 
e. t ex tnyT^MCitt^T^^ZMlCtotc 

[0 2 0 2] COl^ ;l-FrVb'7 HJOxyHJ 
(Xfct, ^r-fl/^h'JOxyh'J) *tt3R"T5Ci: 
t«t0, HI l^SC^Xa-ffMT^-fcfc^&f i 1 
e . text Or-f h U X> r- 1) (F A T 1 6) £ 

a*. 

[0 2 0 3] CCZtti, BW&*5X* (ID) fcLTF 
ATxyhU ([ D) AM 4T*S*&*^L/TI»^. 

[020 4] 4*3, a 1 1 mt*~*-m-em£5 

47 '7 M '/UO^f 4 8 0 0 b y t e sTfeoT, 
1 ^-7X?= 1 0 2 4 b y t e s T*mf, 5 
7 v X * tfjBg £ 4 § LTV^So 
[0 2 0 5] $fc, CCTtt. l£7X*=2-fe** = 
1 0 2 4 b y t e s T»S«^*^LTl^5. 

[o 2 o 6] s 1 1 *o "h" tt, i mm%Mm% 

feOtfSo 

[0 2 0 7] *LT, F ATX>hU (ID) AM 1, 
12, 13. 14, 15, 16, 17, 18, 19, 2 
OfcWLT, &^5X£CH, DH, FFFFH, F 
H, 1 OH, 1 2H, F F F 7 H , 1 3H, F F F F 
H, 0 WZtiZtiLMm >>fLK&% ?y?Ltt 

znxmQ^xznx^zMx&Zo 

[0 2 0 8] C 0$JT*«, 1 OOf - * O F A T U >' 7 
ttTOJ:5fc:4So 

[0 2 0 9] St'. ii^X^X^ (I D) fcLTFAT 
x>hU (I D) AM 4fre>7?-trXtfM#}2tu FH 
= 1 5TFATX>hy (ID) AM 5fcfffiU 1 0 
H= 1 6T'F ATxyh'j ( I D) AM 6 fclWfU 1 
2H= 1 8T7F ATX>HJ (ID) AM 8fC#frU 

1 3 H= 1 9 T* F A Tx> F U (ID) AM 9 {c^fTt 

So 

[0210] fttJ, F A TX> h U ( I D) AM 70F 
F F 7 Hit. ±.B&{tA%mt>yZ$mi>&t L X fi'i^ 
7X*T-&£fc*6, FATX>F'J (ID) AM 6A^b 
F A T X > F U ( 1 D) AM 8Cf| LTt ? 

[0 2 1 1] Sfe, F ATl> h y (I D) AM 90F 
FF8-FFFF H«, 7 7-f ^«g^O^ 7X ?T'3o 

So 

I'. _ ] ; : ' : • . 



- . . . 

[0 2 14] fcfc. Cti6©#H*-p±iStfcm 1 m 

[0 2i5] (si i mm) tt, m 1 1 7 

£ffll>7, XmtZZT- > _7 7 i£jl©Si2© 

[ o 2 1 6 ] a 1 2 a, jg 2 ormBt&i-mzm i © 



[0 2 17] C.)7-7,cV 7¥4S«l 0 

l «, ftftS© P C l I 0 tlS^rfi^lflW 1 0 2 

c^i',,1'1 o 2 ic^n^txrtSP/u^/rbT^^n 

T^SfHIffl^t'Jasi 0 3, itr-XEttffl^y* 
10 4, MISS 105, It^kffi 106, Bf^LfflS 1 0 

7 , ^mmmmmrn i o 8 , ttfttiss i o a 

^ 7 1 ^ * 7 , r-*#*J8B2 0 20 

1, *7X^lK»2 0 2A^«l)*«nS. 

[0 2 18] IfSM 0 2li, SCSI (Small 
Computer Systemlnterface) 
W-VZ-yh* v i )7:l'r--?;-yn-'ii\.\'r--7)l, 

»«M»0PC 1 1 0*7-?Xf-5/3yftHOf- 
?"r(A ■ *l !k&,'£f-^7> K©70L|7)775 

[0 2 19] ftiffl^'J 1 0 3tt, 0 2%if 

[0 2 2 0] £fc, Sr-*«»lffl^L>gM 0 4tt, 

[0 2 2 1 ] ;f]»7 1 0 5 :±. r-^!Ett/S4«K 1 
0 1 OftH^***WW5»»-Pi5«. 
[0 2 2 2] Wfcffl 0 6ti, ar-^Mffl^^U 

« i o 4 frp.r-i'^a^-rsfcftomsssEftai 

U 5*-**WHW*. 40 
[0223] nwc«9fl:0 1 0 7tt, if-^M 

[0 2 2 4] t/7, SJ« ■ S 1 0 8«, fj 

MM 0 5*»6O«yi«#fc(Bi;, ISr-2f2«/f5 

10 11C 



[0225] ftfe. g^Lfti^^ss i o 9 -pa. 
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7, . . _n ; - 

1 0 0T?*5*\ ^tlfiWt ? /• 77%m"T 

[0 2 2 8] r-2#»jgg2 0 1 ii, r- * £(jfllI!iH 

^xtc#tij*s 0 

[0 2 2 7] 7-7X£l#?g&2 0 2 ffr5£©»Jfc8l: 
oTBI»SS2««#l 0 0frSffiffl£tlT^&l^7X 

[0 2 2 8] .i^" I 5 J < 

IBS/If ±$L7c£?&H 1 ©nasjgagtj: 
5 7- £ 3Eg/fS£8Wc fci^T, 7-^7 BJiSffi EH 
SH{*1 0 0t3a»t3Mtfc^7, r-£\. ,2 ■ 
1 icj: 0 7-?7^«iilEft$lft 1 0 0 L7ttSWtc7 



X£I 



i o Q^^mnx^^y^^mmicf 

7 -t X oIWs iflffitWO 7 9 X £ 1 L TltR7 5 d t K 

n/c7- * M-wmmcr 

mmo ZyZZlc MMSMt zctztmtLt^ 

[0 2 2 9] T&fcti, a«, f-**BI«SESW«c 

i:L7O^x.tfM0H«T'CX^ti:Egt3^tic{±, 

[0 2 3 0] 7C7, COS 1 ©a»«l£J:5r-*E 

fci14«ftv^7X^§m7r- *7 t 7*ii7C t-7 
±£*«%l£J]*i^'j 3 71-r^ -J-5fcOtLTl^o 
[0 2 3 1 ] Wx.tf, 77X77-fXl G, IHI-9-7X 
faM (2 0 075B*#ff.ii) ©ftsn, ^^X^fD^-fX 
AM 6 K07-X7&, 77x^ife<*©^7X^Scli:6 
2 5 00861), H«r-* 1 o^EH73fc46©7 7 
XXStt3 7 5fBfe5, 

[ 0 2 3 2 ] C <0 H o %T <( X t IC J# L I OftftWI 

t * * #tt*»ra-rntf , ->x rhmmmm mt ? 
nt * 7 x ^ ffl<o «; y t 6ft i^tc a , o 

TBfiT-^WcLiafCfc, 6 2 5 0 0!IO^7X 
(fflftSftrYX. 7©^«iC7>77^7 

•• '7.-.: r?7: -7 £ • ..--.li^b-r, 

^RafflSffiliKft^ (#M8tS7'l56 2 5 0 0 "' 1 

; : 



*%>frb&^©T\ 3~.> ' - T6^o*S 

[ , .] ^ V " - 

«§& £*«t»¥gfrb, 3 7 5 ! 19 £9 £>■?'> LflHRIE 

[0 2 3 5] ftu I--' i£?;£T' 

UagHftTrSftV S*WK»07 7 YilX-rAh 10 
|> 4 U T\ v X r A @9fg«<Dr- **M X&£t> b * 

[0 2 3 6] m 1 3tt, COS? 1 OS{*$ifc:<i:5#i£lC 

?!»&':; LTi^, 
[0 2 3 7] t&fc^ Hi 3I4, 5fcfcfI2 0|»f§ 
OfBIfCO^TiPj ltd® I l b ^7 X 2 g|5#£® o 
ffi L T ^ L & © T? 35 o T , 18 * 7 X £ ffig % 1 

tm^^twttia 1 1 }c¥utv&o 

[ 0 2 3 8 ] C OflTtt, 1 OOf- * © F A T U > * 20 

[0 2 3 9] if, ijfe^X^ (ID) feLTFAT 
XVfU (ID) AM 4frb77^X/Wlfe2ft, FH 
= 1 5T'F ATxyMJ (I D) ffl 5CfcffU 10 
H= 1 6TF ATxyfU (ID) tfl6lc£?7U 1 
1 H= 1 7TFATx>hU (ID) 1 7££frU 
1 2 H= 1 8T F A Txy h U (ID) ft I 8 KWk? 

[0 2 4 0] ftfe, F A TX> h 'J ( 1 D) *< 1 8 O F 
F F FH(±, 77'(Jl><Dfflk<D25>X$T'&% a 30 
[0 2 4 1 ] 01 4 tt, H#07 7^->XrA£ffi^ 

[0 2 4 2] COJf&, RllRSIEfiSlftfH:, T-£0 
f&JIWEBi:LT, 0S*tf, ID (7 KbX) =2-3 

7 (ntyzmmr-zzmmmmmmut 

[0 2 4 3] ^LT, CO01 4£t5^Ttt, /vyf-V 

I D (7 FbX) =14-1 80?7X^« 40 

[0 2 4 45115a, COS 1 ORftfliC 

-> ; r LTlf^So 

[0245] /:cr,v. - , < . 
§f-?tt> i1\ fx :5tfj£ti, & 

^, yyPHzWmtitc^yTit 1 1 D (7KbX) = 

2, 3, 4-1 2, 13. 1 4-1 7, 18, 1 9-3 

[0 2 4 6] Hi 6 54, COS 1 ©IWW1EJ:*J|£0 
i oef-^o fat y y^^SI l 4 o-gpfc 50 
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: _ ■ : - < ■ ,~ £, «i#wkf 

A T fXr AT-ffid C fc*»BHfift¥ffi'e**. 

[0 2 4 8] HI 7 i±, COllO*i*ffJKJ;§7 7-l' 
;l/->XrA%ffl^fci§&fc:, yXrAfa®«fcx— tf 

- . • 1- — 




7<D77 X Tf 1 5 f£tf«i«&»l?tt%& < T 

[0 2 5 0] rU, CO'X 1 1 7{Cfe^Tl±, t\y*V 
>}1tM*% I D (7KI/X) =3, 12, 14, 17, 
19, 3 3 *7X*««icr- Wlt&*tl*«*^ 

[0 2 5i] m2ommi) m\ smmi 9 

si|)iJgfS©SI 2 ORftflKO^TlW-rSo 
[0 2 5 2] Kl 8!4, Mi2 0'j«*tfclro;;;2.J 

[0 2 5 3]f^fe^, E0T-*iBttt/f5££tll 0 

Hi, '/k'i;:oi»c i i o iijiU^f nil;;!:: 1 0 2t, 
COlflSM 0 2(C^-n ; fnrta5AX?:/l-LT^?tl 

5 f^^ffl ^ t u flu 1 0 3 , »r- ^ leitffl ^ € y m 
104. sj»i 0 5, a^t»i 0 6, mm\o 

7, nT^i^f^i'S 1 0 8, WfeflJ^l 0 9 

mm?, in/wiw . ^5x^swgP3 

0 1 . a»»£«3 0 2fr5«j£Stt5o 
[0 2 5 4 ] ifgan 0 2Si, SCSI (Srna 1 1 
Computer Systemlnterface) 
W—t^y h, ->U7;l/'T-7;i'^oMf 1 i'r-7;!/, 
tbZv&frW&fo HO^Mi^T, r-*i28/?f £ 
SK^SPOPC l 1 0-^7-7X7- i/3>4ifOr- 

mm-?* 

[0 2 5 5] f^tffl^^y 1 0 3!i, mSH 0 2^if 

X*/vy7ry V^tSfcttK. 7*n^vA*n-K-r 
SfelftcD^^yT-feSo 

[0 2 5 6] Sfc, ar-^ftlftffl^tyaJl 0 4ti, 

[0 2 5 7] mm 1 0 5ii, 7-^E1t/S4g« 1 

. o . / 

7Xxi*iso»tii^SjWicoii«S!5i o 5xnt>n 

[0 2 5 8] «fj(bll 0 6 (4, if-ii««i^t'J 
I 0 4frbr-££ftfttt!>fc460Hf8£i!&ffi 
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[0 2 6 3] Sfc, - fi 1 0 8^, ffl 

ftlffl? 1 0 5^6®ffifi /* v.- ' -* .Ji ft 

i o i K88tensBjws!aan®tt i o o±©« 

tf, «t S * ffi T'ESS nx ^ 5 oJMBtti«& 

i oo-p*s*\ *ftw^iai*WT**fr*«iM" 

So 

[0 2 6 2] ^X^lfHi'f 3 0 1 tt, 3T5£©$iJiC& 
oTBI«!Hil» 1 0 0fr&»SWK:7**XnJf£fc 
! ( i}«0^X*hLTStR?So 
[0 2 6 3] a»8£8P3 0 214, !lilto^^7X 
£ <|f fgOlt $ jA^'ifSlfflliC ffl 0 ^ ft § 5 y $L & r — £ 
j- m 7 <_ .-7 r 

I) fcfc0S,»*f8£-r 3. 
[0 2 6 4] Tftfc>^, Z0)W,2<DMWi\lC£%T-$ 

tm/nz&m. mttc 4 $ m, \ © m & ®c t 

o 1 Rtfa»aS» 3 0 2 t 4 <3 M!BW«fE§t«& 
10 0*^ 7 * -t x &« ! • it ffl Vk^yVL 
lzAJJ6-i^LKl^ '.nil, :i 0 5IC49MM83M 

[0 2 6 5] fLT, COS2 0R{*WlT?l4, WW 

[0 2 6 6] ca't^M^X^It *HIC 
F A Tl>h U £ ttfSt S * 7 X £ tfifftT ^ 5 i: 1 ^ 

mmmftzmxm (~>ZTLwwmT-*m 

[0 2 6 7] IBti««citf3ASft3x-*{±, *W>-r 
[0 2 6 8] $jxJ£, i;V)7,'5i') 1 0%^g«^ffi-b 

**0«&, tammxtt (375+38) 

**£3 8ffl0S«Hfc»4'7X* (ftr-*) #3* ft 



[0 



[0 2 7 0] fit, f-*£»*i&Cffi<lfca< i 
tfWA^v^Sti, WIS 2 oo^y^nfcr-^Jt 



frnfc t l r ? , -;_-.-/, : / ■ - 1 1 -)MPHc 4 
, ' : ■ 1 . "— * ^r.i 'i 

[0 2 7 1 ] ...J: 

fcasta^fca, ne^sm i©iiwj}c4s?-t£ 
t #f fflf 5 c i; m\c*mtz < , c 0$ 2 0* wit j; 
s mmxr- * mmmmmt* c t mmx 

10 fe5o 

[0 2 7 2] C<03S2O'i{*fRJlCJ:5"fj£T-;i _ i'K 

[0 2 7 3] LfrU C«ti2« I'ifi u jt! jr 'r, '^r, 7 
7X^1ff«ttl«©7iffi c'^ 1 1 iC^LfiX 5ICFAT 

IB (ffiB) *FATJUn©fct5KgiJJ a aEaL-Cfe<^ 

[0 2 7 4 3 ^LTs CO*g2 0Rf*«llC*5¥ST 

i-li A B, 1 \>. X & o fc i !; , -r- 5? 'r , 1 f 1 7 v X H iC ilii 

[0 2 7 5] Bl 1 9« (a) , (b) (i, lHt<0«^O 

F A T U y^olMtSl^Sh^ii 
[0 2 7 6] H I 9© (a) C^-ret^K, 

ito^rvo f a t u >^«»ftmiTa, itofi 
30 &t®mmr>'oftfo\ 

[0 2 7 7] CtlKWU HI SO (b) {C^tiT 

CLOlg 2 OR#ffllC F ATl> h U 
(ID) =12, 1 70iC4K» FFF7H44WH 

So 

[0 2 7 8] (S3 OlWtW) 020 TiSH 2 2 
£ffl^T. *%WtC S T- ^ IS#/S4SS©S 2 O 
!W!i0lt 3 ©jWtMKOOTlKWI-So 
[0 2 7 9] M2 0(4, S2 0^«UBHfCfcttSS3 0 
40 WI*{?IJ(C 4 5 r- ^ £$/ S±SH0«fig*^-r 7 n 7 

[0 2 8 0] C0r-f E«/H4SH 1 0 

1 14, ^SOP C I 1 0 £ilffl*fT*ftgtt 1 0 2 fc, 

x^mmm^)W> \ 03, Hr-^iEiiffl^^ysB 

; :: 0 

7 , 5Jf8§M$#l£ftai5 10 8, «i*W/gffl5 1 0 9 
(0^-f, ig 1 (D'MmBBMW.) . ^?X^Mdff4 
. - ■ • . :■ - 

50 [0 2 8 1] 0 2 tt , SCSI (Small 
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Computer S y s t e m 1 n t e r f a c e ) 

.J.: • -.'r - 

j£ ''v'.IOPC 1 1 0^7-~^Xf-— >'3 >ftif©T— 
*fMJ • 18*814: r— ?^3V> K<D^>)®D%*£ 

[0 2 8 2] ttiffl^ € 'J 1 0 3 iJu I 0 2 Si! 

%>rcib<D** i )T-&% 0 10 
[0 2 8 3] f /:, »r- USUI 0 4 t±, 
ftftMIHB. «*tf, DES*0«MI*««1-*ft*0 

[0 2 8 4] Hftft l 0 5tt, r-*3E1ft/»3-SK I 

[0 2 8 5] 1 Q6!i if-««ffl^U 

[0 2 8 8] . 1 0 7ii, Itr-^fMftJ!) 

[0 2 8 7] nTWEttWMgP l o 8ti, if'] 
£&■ i o i KS*Sft4 t ; ,u i o o hofi 

[0 2 8 8] ftfe\ B?SLftl^f«iJ)i£l'f 1 0 QX'lt, 

mT-nm/nmmi o ics«sn5iHti8n* 

, J: 5 •¥ ?£T?E«2 ft T l ^ 5JMeil» 

iooT?**fr, ^fti^©E«re&3fr£W£-f 30 

[0 2 8 9] ^^X^l^'f 4 0 1 fi, t&i"f&<J:5 
fc , v X r AlSffii$fr bH& ffi L f; A? - # fcffll ^ 

Bf i: H C u $ 5 frS^P^t" 5 c 
[0 2 9 0] SJS5t£»4 0 2H\ ftS&tSa— »f-1B 
«±ftKWE5 y#Lr- $ <D9 1 jA^iMKffll * b ft 
%7y?L&T—ii t LX &M&<Dtb %^y*-$m 

^fzyy^LT- $ s fca<oSL»*«£-f *. 40 

[0 2 91] tftfob, Z©£3«*<*0«cJ:3t-* 
o--— V ... -T -■— <-r > 

ill* 1 , -;. 

#*8flSHt -9*C. 1 ^^-V'tn 

■c, mmm \ osA^ojoasstcfSCTa— »r-*wi 

r A t'9«fc ^AES I T 431 ME/ ^ X - ft %M 
ftttiU ?5X*!I£$4 0 iKiOMEvXrASa 50 
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. ^ • , . #D^X 

: o >- * ^ ': ■ l 
ff*'*«AL, ; v,--,. /v. 4, .dcfSUTM 

*i&trci:*Wr«i:l/C^*. 

[0 2 9 2] rLt, C(D%3mmiC£%mit. 

mm l r=i i mm 2 ©Rftfjic j; 5 # 3 1 ©t 

[0 2 9 3] t*^^, A"k f-^* 

tLx<D®m£uom<DT-{zzicmt%tmc, f 

- ^ ftnE»4 tix v ^ w x 1 tt r X » f|«.^*"! 
M X If 0 (OFF) T-«Mb S ft T v ^ Idtf # A b ft 
5o 

[0 2 9 4 ] i 5 MlL/c^ 1 &t>*^ 2 © 

H*»ltJ;§¥ffircitT?{±T-^^IBa?ftTt^®« 

Xt <- C o T I £ 3 fc 1/ ^ ftsS^ft § 0 
[0 2 9 5] ^dT', COM3 <DHf*0StC J: 

[0296] cn-mn, ^-zttmLtzmT-* 

[0 2 9 7 ] L^Sfc, <KDg3 0^#ffjCJ:5¥ffiT 

tcm^zm 4mwmic£%mxmt% c t^-et 

3o 

[0 2 9 8] Sft, 7r^;V3^XrAlclH1-5»iH*^ 

mmm^x 0 4 h t-ataifif^ft mnm 

So 

[0 2 9 9] d©^3©HWJ5CJ;i.f-?£-T 
r - ^ * s « t JA f ft V t <s l f- x -y* f 2> C t 

[0300] ciofc*, S30R(*«K:i5¥i*"efi, 

7^-^ tW, ->X7 ASS^KB|4|ftLTE^? 

[0 3 0 1 ] t ft fob. aas,€o«A^oT^ft 

tzib. ±120*9 ta— -- 

ESftT^ftS/^-f x>y ^tSCt^T'tS^ST-fe 

[0 3 0 2] ifc. a», T-?77^;^ISt5i 
^ttt, #ic, F A Tx> h UA^bWJt»tS F A T U > 



L ' , v v.. . H '•" fir-: . r, _ j 
[0 3 0 3] %z.x\ z^ , , v - -.-I: JZZ 

[0 3 0 43 821a, C0»tt©Jltt#NcJ:*#iS* 

[0305] miiL z -mz^^m 

SJWt5fci6<D7D-^+-hT&S 0 10 
[0 3 0 6] tftfcS, FATxyHJcDI D^nfc 

t« (Xf'^S 11, S 1 2, S 1 3) o 
[0 3 0 7] f-LT, C<D 1 ir^XZfttDyytfhr- 

7 X * fc E8W § J: 5 K: t 5 c t K X *) , a— if-flW 

ii '.'l 1 , ' IX iV ,W 20 

5, S 1 6, S 1 7) » 

[0 3 0 8] (fH©JIWD 0 2 3£fflOt\ 

«fc 5 r- £ £»/ff 2 

[0 3 0 ')] ^ m. £^ ' ', ^ ' 4 1 
I iWJt iSf-J ,iB«/PI4»lio«fi*S«B'r 5 fc 
#>(/)7n-^- HT&So 

[0 3 1 0] fcfc, Cfljg-t©, "^iCi'j < d'A 
.'}" AjM^CO^m 13ib/c^3 0RMiJt 30 

[0 3 1 1] tftfeS, Z0M4cDmmiZ&ZT-5 
m/tiV&Mtt. t.'yiLfzk n 1 (lymBBlzX 

mw i Qoicimtz&mzts^T, n.wt%M4 o 2 
^tawtLT, sjwsbi 0 sfrb^^ag^fcsurn 

6 S^SIR L ©««fc ME v y * 
L%T-9%8$&tiCtZtmt.L-Z\.^o 40 
[0 3 12] *l/C, COJMOJWttJtt, B2 3t* 

s 5 1 , S5 2) t, ?5.-T-**mmzmt% 

Uf-y^S 5 3~S 5 7) c'*^ 
[ ] r-Si. " - * 

[0 3 1 4] ^LT. tffiffl^^X^ia*?^ 



_ 0 SO-228060 
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*N<n (fit, Nti, yy$LT-$%: 



[0 3 1 6] *fc, Jr*5-r-* , \ JJ't 

©t\ T4Zi> mmmimmmm s o fc < m 

KL&l^ (F ATiCtt-Waat^^O-e, 77Y;WC 
[0317] (I? 5 ©HMO 024 RtfB 2 5 

[0 3 1 8] 02 4 8, £2©£JBe»C:tettS8S5© 

[0319] CCD F A TX> h U (ID) H 2 

4(:;f;tJ;Tli:, Ite^x^ I D, g^o^^x^ I 

ix mtyztvm, m^y^inw), m 

[0 3 2 0] 112 5© (a) , (b) tt» SB 1 oaftfll 
iz^lZtz^oj F A T 7 74)\/V7<tL t, COg50 
* Wit i § -f ?£-(c S-^v ^ fc 7 7 -r ;V -> X r A t ?rWJt 

[0 3 2 1 ] tftt)*, 0 2 SO (a) fC^-Tidt, 
$ 1 ©aftWElpUft*^© F A T 7 7 Y foi/XThTQ 

[0 3 2 2] CntWU 02 5<D (b) K^fJ:3 

(ID) =K-1, K, K+l, K + 2, K + 3, K + 
4, K + 5tt5t>T. BBS&^7X^ (ID) fcLTFA 
TX>hU (I D) tfK (1 4) 6»67*-feX!Wltt&« 

<V K + 1 (15), K+2 (1) , K + 3 (1 7) 

[0 3 2 3] C«|g5«aWJtiSr-^l2lg 
■ r- • z 

[0 3 2 4] t^tj'3 v ;:irjl50ii'*tt£i5f-^ 

^-r- ^ ■ . f~$mmmm 

"r- ^.J^-J-if. s ' ^iftWO I D t, tl^dr-^*: 

tai-r s ©^siwoflis* 7 7 ^ ;nifl 



18; 
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i L j _ ' -'^-bXtfB* 
[0 3 2 5] *LT, £©S5©JII*#iJiC±S^«:, 

[0326] »ms, T*j$}V-h*~>(DT-nmm. 

©t§£, 2 0 07JBiJ?©#E«T- fOf- 
W<<Xli6M/Vh?»0, FAT16©'>XrA 10 
T?{i*eSS&f 5^*ati, ^5X?-*MX'%1 
FfcLTfe3 6 7flt&9, 10©a#77^;V%Sa 
t%(Mcm%HmT-Ztt 3 6 7 x 2 = 7 3 4 >U F 

[0 3 2 7] fciUST, f->*>;W^5?tt, fflfT- 

[0 3 2 8] 'lot, IfjfOF AT^XrA©lS-&«J; 
dfCF A TW^T^U^-f *7X^© 20 

fife I D (7FUX) tlfS© I DM*', M'tC^fi? 

- £ k 7 7 -tr x t £ c i: *wjf re h 5 o 
[0 3 2 9] ^©MO^r-fX*^*. «'^X 

©fij©4j£\ F AT 1 B ->XrA©&i'i5t© 1 
[0 3 3 0] *5/XrA"C'tt, >>XrAt«8i8%lt# 

fb-r^d ix > xf/.-wf-^iro 

[0 3 31] 3/>%5<0'lftffi|tJ:Sf ffitt, 
^7X^»^ci: *frT?» 5 ft 46, ±3 LftS 

i , %3mwAmwmic£z>-mKKLxmm 

[0 3 3 2] ($6 1 1 ©HWJ) H 2 6 

75SM/03 2£fflt^T, *aWKJ:5r-*KS/S 

'fcg§f ©si 2 5 sii 1 1 <omm\t-o 



-i ; 0-2 2 8 0 6 0 

34 

- '.!„. :^ - • <v x >~, 

[0 3 3 6] C©F A Ti> F U (I D) fl|$(i, B2 

ec^-fi^t, i»^7X? i d, m©^7X£ I 
vv-; ^ / *x, \ 5 ; 

ID, ^PSS^5X?- 2© I D3£#LT^5 0 

[ 0 3 3 7 ] H 2 7 «, tg 2 ©SfitEffJCfc^tg 6 h 
Mil lOSWiK^Sx-^IBS/^Sa©^* 
«1 K. fffit § ft &© 7 P - * + - F 7?* « o 

[0 3 3 8] H2 7t7Kti^t, 

SIX T-?tfA;*jSft5^ r-?«' V- 
TFAT*fcBiW* (*r*7S7 1. S72) 0 

[0 3 3 9] ^SX T-55aait»{c!f oTAflr-* 

mmt % t mmm& tic r- * mimt 

S (Xr-y7S 7 3, S 7 4) 0 
[0 3 4 0] #lc, F A T Rtfr-r 1st? F 'Jxy F »J © 
fPKKfrt5i:&lX -xXTl*WafflT-££Bf^ft; 



[0 3 3 3] fcfe, C©l67iS83 1 l©f4f*«i, ^ 40 
?n&mLtc% 5 ©HftfBK: J:«^i£lcttRft(clffl 

[0 3 3 4] tttt>*>. I ... Iftffll 

tt, m2;Lft$5©X-'- so " ix . 7-^77-f 

;l/£S3t -S ©£&® & 7 7-T )W>Xf A©r- £ It: 

- kZ ' - *SST>t /7vL-fc 

. " .: - . ' \" r 

[0 3 3 5] m 2 6 54, W, 2 ©Hffijf fitfelt 6 7 1 ; 
l|g i i ©M»MK J;§f-^ IB» /H*^B©«b6% 50 



7 



[0 3 1 1 ] i'LV. t ' 'M-/- t - * ii ) 

©a— ^f-Wi^mMsmMsot^ r-5-1> 
ft, fe L < &r-2©-g|5JC#LTj^©ffia£fflrrfc 

>tic, m^Ma^ffi l mmf- z ±©7 f ux, $ 
/•= t± 7 f u x (c liit § it is, mmimmcm&> < 

[0 3 4 2] H2 8tt, !5 2©*W51iCfctt5S7© 
HftfflRc i§f-? IBS/If *gH©«*^"T 7n >y 

[ n 3] -r.-i^^ c^r-> . . its 10 



10 4, WflSP 105, S^HfcSS 106, if ^ftgp 1 0 
7 , RTl^BlgMKMEftSS 10 8, ^ftfjAggB 1 0 9 

5 0 1 *^«l«*nT^5. 
[0 3 4 4 ] fflflgP 1 0 2 (i, SCSI (Smal I 
Computer Systemlnterface) 
W— F, ->U7;l7— 7;^©lS7"-7;b, 
5 1/ 'tt* JMSS: if ©MS*«1^T , r- * IBS/ lit 
ai^8|5©PC 1 1 0^7-7Xr-->3>^H©7- 

A^bjSbnrtft ■ * 

^%/vy77»j>"7*f 7nX7A*n- Ft 



[0 3 4 6] r_, : — ' < : Ui, 
W&$m. ft. A.;, ;l*'-i«f5ft«>© 

[ < 1 - ] . , 

[0 3 4 8] iKftS i 0 6», af-^ttHWM^'J 
8B i 0 4fr6f-**«€fc*5fta©1WS*K#tH 

[0 3 4 9] P3«{CBt^« 1 0 7ii, «f-*«ttffl 
* € 'J SB 10 4frbf-? ^Bl^lLf 5 ft J6©«fi*lt 

[o 3 5 o] tk, mmmmmm® i o s w 

M*l 0 5fr&4)fl9K$li:£i;« SMf-*f51«/B 
IV i liCv ^ ' < 1 - <i 1 . ' . 

bo 

[0 3 5 1 ] B*L4^Kttffl£» 1 0 9T*&, 

iKf-*eit/if£SBi o i csasnsKiMK* 
i k t ' .'i r 

5o 

[0 3 5 2] 5>+ >y 7;bMg|5 5 0 1 it, mitz&i 

rms vmmx. * * f - * mi/ mmmc&^x, 

[0 3 5 3] =tlX, comi ommicZZr-tB 
U & Hi, L3kE Uy*c J; 5 Sill b OUt*f5tJtw <t St" 

zrroctmmtix^Zo 

[0 3 5 4] tAd 'i X 'i 2 m^m%m 7 <0 

[0355]tftfc^ CO® 7 OftttffllfcJ: Soffit? 
tt, ^lIMifti 0 0±Oa-^-l«O7 7^;I/ 
file, t e x t Of- 2 ASEIjc^ftTt'SfiiST', 
*7X**ffiT?-> + 'y7;M^*fr-5i:&l;:, ^OffiS 
iffg%v-v-y7;l/5aao1t« 

EtSBK* i o o ±©->*f AW9fii«Kia»-f s <£ 5 k 

[ 0 3 5 6 ] m 3 0 «, $ 2 <r)%memzm%® 8 o 
jmmkc i * t- * m/mmmmmmmt § ft 

: - ] r" ; : • • • 

- -:. <-; '^x^^n??! 

fi. ? yf?7 /L'MS'&ff ^ , f - OJPHh + 

y 7 ;wagoflt« o<y*-*m * ^mmmmw 1 

0 0 ±©y Tif Ata««fcgg-r 5 £ 3 1 LT l^S. 



[0 3 5 8] fLl'. s 'v.„c-5f-^Ic 

8/B£«»i, ±it L ft «t o &g 6 ©RfttWfc: <fc 5 f 

-zm/fcmmias^x, mmfenmtix, 

7n . y * life v t «y 7 ;H§S%lf -5Ci: «ff 18 t LT 
[0 3 5 9] ^ ,ZtS'4^9(D 

mmic x^-f-n ia»/H4S»©iiti%iKfi t z> ft 
[0 3 6 0] tztr*>, cmsmmiK^m^x 

io li, JttS8Lfc*7 0lMWPIIcJ:**tt4:H«li:5'fy7 

mmfio^(Dx&%i)\ fo^«iii£Wi o 

0 ±.<D3.-*f-ffl$.<D7 7 4 )l> f i\e. t e x t Of 
- * IBS;* tlTl ^H«T\ f- $ LT -> + 

•y 7;l/tl9!*?f a t KK, v -V 7 7;Hfl 

ao«« (/<7><-* , ¥) ^»T» ff t!-!;:dii«^i oo±o 
->xf Ata««tcaw5«t 9 1 ix^%o 
[0 3 6 1 ] zlx. c<Dm<ommic&&7 t -m 
m/mmx ±$Lftcto*sg6oii{*wc < fcsf 

20 f - ^ S "> + »/ 7;bffia^rff oCt t 

[0362]H32{4, S2 OII»lKfctt5B 1 0 
ftft{c^bTif^5HT?»«o 

[0 3 6 3]TSb^, COSl 0O^(tfljfc<fc5¥ffi 
c-ti, Hu^LftS70*^tcJ;§#S0J;5Ki/-V'y 
7;U®a^fT a OTft < , Hfll8fi,EfflSKft l 0 0 ±oa 
— i f-®«i07 7-l';Vf i 1 e. t e x tOf-^^IB 

30 f-TatrtK, ^osaafi«7^3UXAtfii-5fifg 
m%m<D®mm t Lxn^mwmw \ o o±o^> 

Xf Agaffi«{c!E«-rS J: 5 K. LTt>3o 
[0 3 6 4] f-LT. COSl 0<Dmmic£%T-$ 

f-^IEIS/S^HKfel'T, [ni,Ep)T)i£OSaat L 

[0 3 6 5] zix. mi \vmm^&z>T-$m 
40 •c£%T-5£m/mmwicts^x, mm-mm 

t LT, WIB7D«y^rtO->+-y7;l/«!ia. 7n'y^|i 

ffiT->^->-7;naa. T-t%mcm%i/^y7sm 
fe2-3-Ai.©^ ^ ^ zztmmtix^ 

So 

[0 3 6 6] (Ml 2 O&ttflH) ^(C, g 3 3 3 
^ _ " t:fj.;;j;;j;5f- • . 

[o '3 67] S3 3u. mKommm^mzm \ 2 

50 <D Attffltc i 6 f - ^ IES/S*SHO«l«S«:^-r 7 n 
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[ . • i . . : 

Hi. ftgtfopc i i oti{,i*!r7iHa;in o 2fc, 

Tt^ftlffl^^UgPl 0 3, Sr-^IMffl^Uas 
10 4, $Jfl9ffi 105, 'mitt® 106, B&*f{fc« 1 0 
7 , BIKfitlftllS 10 8, j««j5i« 1 0 9 

0 ifrb«2ft5o 

[0 3 6 9] ?I{I3|5 1 0 2 il, SCSI (Small 10 
Computer Systemlnterface) 
W— 9-*>y K vU7/l^-7';L^Oilff'r-77k 
1/ if 0,«£ffl^T, r-* ffig/S £ 
SilftffOPC 1 1 0W-Wf->3>SJfOf- 

[0 3 7 0] fFlffi^t'J 1 0 3tt, lfl«l 0 2&if 
frbilbftTf frr-*^, #Wa©»SPt©x- 
$r*/W 7 7 U ysftZtmc, 7"U i?7A$D- Ft 
SfcfeO^tUTSSc 20 

[0 3 7 1 ] S/c, »r-^«ffl^€-'J8M 0 4 tt, 
■t-, '.l-i, -''.Ali bi s oi L£':< 4-££fto 

[0 3 7 2] 1 0 5 «, t*-*E«/8£&SI 1 

o immmmmtm^h^, 

[0373] s^ikgi5 1 o 6 a, mr-zmmw) 

[0 3 7 4] fflt*tC«*Hfc» 1 0 7 tt, itr-^^ffl 
**USPl 0 4frbT-?Wfftt3fcftOti$g£l! 30 

[0 3 7 5] ffc, 511 ■ ' ' I 0 8 tt, 

*si5i o 5^b«5ag;gij<!c*si;, %w.T-nm./n 
mm i o i Kg«?n5^wat«# i o o±os 

«<Dr-f 0,i£*tfJL/i»# i&# (?H££3t?) *fr 
[0 3 7 6] fcfc, g!7SL^l^{*fijJg« 1 0 9 Ttt, 

air-^iBii/Wigsi o ltsssnsiatisif* 

\0QX'$>%i)\ *fttt^E»IIK*Tfc3fr*tfJ£* 40 

5„ 

[0 3 7 7] nyyillSeoia. r-**»&/V5> 
[u3 7s] rr^;;: z^.i — 
fc5r- • :S : ■ r- • 2 

: o ■ - - - • - - - ■ ~: . — ' - 

ggfKfcUWtSfcftfc. MlrMSSiKigiift 1 0 0 

A^r-**a»w-ri:st. wsffeo^-Ywm so 



• ; : _r- : j i-'.'<iSi: Ltv 

So 

[0 3 7 9] ?"LT, COSfl 2 OgftitiSf-^ 
i! - 1 ■ <, -i^ 

[0380] at, le^TaHttatffl^btiT^s 

[0 3 81] : -r-$frt>Wi/3LmL 

a«*tt!»lH* (Hi) ^ !•••(:, *PS£*1 V HJ*T* 
SfffcU ^Vy'xXhr-^ffiDfcBL (H2) , H 1 

[0 3 8 2] L^5(C, COll 2<Dg*W<:J:5r- 

> , t . 1 r \ i u;* r v . , 1 
. - t o * f -i p i c 7-$ i <^ - j _ - 

[0 3 8 3] tat>^. cos 1 2mmua:%m 

en* -> x r a t?W(c m-3 

[0 3 8 4] T-^SatS«ttBfflbT5/c 
ft, n.— tf-tt v7srAtBlf«OA7 ->af ' k %& 
StlfcttT'f ftl/^frbT'feSo 

[0 3 8 5] i^T, COll 20MWJtJ;§#ST' 
tt, vXrAtafl 
met Eg* tiT v ^ r- ^ O/ n 7 v a ft! i: 5 O r* 

[0 3 8 6] 03 4tt, ±EiSdWWSPffi*fflt^ci:OS 
1 20P<ffcPi£J:3¥j£fCJ;£777/I^>XTAOF A 
T 1 eoif-a-OxyhU^M^KUTl^H-e^So 
[0 3 8 7] C Of jTtt, 1 OOf- 9 O F A T U > ^ 

[0 3 8 8] St', (ID) i: LT FAT 

xyr-'J (ID) f/1 4^67'7irXA?ff1fe*n, FH 
= 1 5T*F ATx>FU (I D) AM 5KlWfU 10 
H= 1 6T*FATX>HU (I D) #1 6t^ffL, 1 
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